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Welcome to ADMIN WELCOME .

Chronicles

A new trajectory for system administrators: Security and documentation

Security is everyone’s problem but, as a sys admin, you will take the blame should something go wrong with se-
curity on your systems or any device within your jurisdiction. My purpose in telling you this isn't to bum you out
about your job but to inform you to be proactive in your security measures, follow industry best practices, follow
your company’s security policy guidelines (if you have any), and, most importantly, document your work. Be sure
that someone knows that you did configure those host-based firewalls; you did use enforcing mode in SELinux;
you did enforce complex passwords or, better still, set up two-factor authentication and Active Directory integration;
you did secure the SSH daemon; and you did limit connectivity to a few systems.

Make better system security your number one priority. It is the most important aspect of your job as a system
administrator. | know it seems like I'm harping on the subject, but seriously, it bears repeating — a lot. Why? It's
the same discussion (in theory) as talking about the importance of backups: Everyone knows about the impor-
tance of backups; everyone is tired of hearing about backups; but if everyone is so up-to-speed on backups,
why do they still fail and require yet another conversation?

Backups, by the way, are also a security measure. | hope you knew that. If you ever become the victim of a
ransomware attack, you'll appreciate a good backup.

Sure, everyone knows that everyone is responsible for security, but you, ultimately, are the responsible party.
And not just for the servers. You're also probably responsible for desktop, mobile device, wireless access point,
and web security. Your main purpose in your sys admin role is to ensure security for yourself, your users, your
management, and your infrastructure. No wonder many system administrators get a reputation as being ogres
or worse. The buck stops with you, and yet all too often your hands are tied by what | call “the corporate sillies.”
Corporate sillies are phrases that emanate from well-meaning but dreadfully uninformed managers who claim
that they’re the exception to whatever security rules are in place.

When a manager tells you that their workstation can’t be included in regular updates that require reboots be-
cause they like to keep a dozen spreadsheets open and it will take too long to reopen them all - that is a fine
example of a corporate silly. But who will that manager run to as soon as their workstation gets cryptolockered
or damaged by a fully patchable vulnerability? If you guessed yourself, give yourself a big pat on the back.

This is exactly why you must document every security measure that you implement, why you implemented it,

and the repercussions of non-compliance. Also note any exceptions that you're forced to allow, such as the one
described above. Some people just can’t be bothered to do what's right, )
although it's your responsibility to be sure they do. That sounds a
lot like a classic catch-22 situation. Although, | never read the
book or saw the movie, I've heard enough examples and ref-
erences to feel comfortable with using the reference here.

My suggestion to you is to sign up for some security
classes, even if you have to pay for them yourself. Earn
some security certifications to back up your disdain
with current security policy or lack thereof. | know that ]

system administrators hate to write things down, but il -
you must force yourself to do so. Keep a text file open -
on your desktop for your notes, fixes, accomplishments,
implementations, deployments, and so on. You'll be glad

you did. Referring to this documentation might be your only
defense should things go awry.

Finally, be sure that you have a good backup of your notes or
even multiple copies of them. After all, you wouldn’t want to
have to explain that you had some great notes that outlined
your master security manifesto, but they were lost because
they weren’t backed up, were stolen by malicious intruders,
or were eaten by your dog.

Ken Hess « ADMIN Senior Editor
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Ubuntu Server 21.04 (Live)

On the DVD

The latest Ubuntu Server release, Hirsute Hippo, offers
improvements to the Ubuntu Server Live Installer, with
enhancements to automation and stability and the
ability to convert Debian Installer preseed scripts into
Live Installer artifacts with the autoinstall-generator
snap. Another new arrival is Apt phased updates that
have been long available in the Desktop version. Ubuntu
Server now has native availability of Microsoft SQL
Server with a number of performance enhancements.
Hirsute Hippo will be supported until February 2022.
Other features include:

B Linux kernel 5.11

B Hardware-enabled advanced networking stack

B Updated toolchain

B needrestart installed by default

B Stability updates to the HA stack

B Extended attributes in NFS

Defective discs will be replaced, email: cs@admin-magazine.com

While this ADMIN magazine disc has been tested and is to the best of our
knowledge free of malicious software and defects, ADMIN magazine cannot
be held responsible and is not liable for any disruption, loss, or damage to
data and computer systems related to the use of this disc.
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Resources

[11 What's new?: [https://ubuntu.com/blog/ubuntu-server-21-04]
[2] Release notes: [https://discourse.ubuntu.com/t/
hirsute-hippo-release-notes/19221
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ADMIN News

News for Admins

Tech News

Rocky Linux RC1 Now Available

Rocky Linux, from the creator of CentOS, has officially been released as an RC candidate. This
Linux server distribution came into being after Red Hat shifted gears with CentOS, to make it
a rolling release distribution. When that came about, Gregory Kurtzer (the creator of CentOS)
decided to step back into the Linux server distribution game with a Rocky Linux.

Rocky Linux will be a community-based 1:1 binary replacement for Red Hat Enterprise Linux
and currently ships with Gnome 3.32, Linux kernel 4.18.0-240.22.1.el8, SQLite 3.26, virt-what
1.18, Samba 4.12.3, DNF 4.2, RPM 4.14, glibc 2.28, libgcc 8.3, and plenty of other founda-
tional tools to get you started on a more stable and reliable track than what you might find
with the now rolling release CentOS.

Rocky Linux will be a community-supported server distribution and will be capable of running
all of the applications and services you're used to deploying to CentOS. Rocky Linux will be more

CentOS-like than CentOS now is.
It should be noted, however,
R k L . tm that this is a release candidate and
‘ oc y | n u x should not, under any circum-
stances, be used in a production
environment.

For those looking to try out Rocky Linux, download the official first release candidate

(https://rockylinux.org/download/) and install it in a testing environment.

AlmaLinux Now Enjoys Commercial Support

Those who have been struggling with what to do now that CentOS is no longer a viable operating
system for their businesses can breathe a sigh of relief. The company behind AlmaLinux, Cloud-
Linux, has announced they're now offering support for the 1:1 binary replacement for Red Hat
Enterprise Linux.

The new AlmaLinux support package (https://almalinux.org/
support/) will be available starting the first week of May 2021
and will include regular patches and updates for the Alma- .
Linux kernel and core packages, patch delivery service-level

agreements (SLAs), and 24/7/365 incident support.

According to Jack Aboutboul, AlmaLinux Community Man-
WWW.ADMIN-MAGAZINE.COM

ager, “Since launch, we’ve received tremendous interest and
support from both the community as well as many commer-
cial vendors, many of whom have begun using AlmaLinux
OS for some pretty amazing use cases.” Aboutboul continues,
“Our thriving community has supported each other since day
one which led to rapid adoption amongst organizations and
requests for commercial support.”
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CloudLinux will be offering support packages customized to fit your company needs, access
to specialized consulting services, and subscription discounts at 1K, 5K, and 10K volume levels.
At the moment, there are no prices listed for the support. To get more information, fill out the

form on the support page (https://almalinux.org/support/), and CloudLinux will reach out to you.

The Linux Foundation Exploring the Impact of Open Source Ecosystems

Linux Foundation Research (https://linuxfoundation.org/research/) will soon leverage the vast drove of
data, tools, and communities, across all industry verticals and technology horizontals, to create an
unprecedented network of knowledge that will benefit the global
open source community, on both academic and industry levels.

This new initiative will be led by Hilary Carter, VP of Linux
Foundation Research, who recently helmed the publication of
more than 100 enterprise-level research projects for the Block-
chain Research Institute.

Of this new effort, Carter says, “The opportunity to measure,
analyze, and describe the impact of open source collaborations
in a more fulsome way through Linux Foundation Research is
inspiring.” Carter continued, “Whether we’re exploring the se-
curity of digital supply chains or new initiatives to better report
on climate risk, the goal of LF Research is to enhance decision-
making and encourage collaboration in a vast array of open
source projects.” © Maxim Malevich, Fotolig.com

According to Carter, this new initiative is about getting to the
heart of “why open source community initiatives matter to all facets of our society, as a means to
get more people - and more organizations - actively involved.”

An advisory board will be created for this project, one that will consist of a rotating committee of
experts who will influence the agenda and provide input, oversight, and support.

It's important to note that Linux Foundation Research will make all data public (that is not per-
sonally identifiable or restricted by a third party).

Malware Discovered in npm Registry

If you work with npm, you should be warned of a piece of malware called web-browserify. This
new piece of malicious software imitates the official Browserify component, which uses a node-
style require() to organize browser code and load modules installed by npm.

This malware, which falls under the label “brandjacking,” has been associated with the Browserify
component, because of its massive popularity (with over 1.3 million weekly downloads via npm).

As soon as web-browserify is installed, it launches its payload and targets Node.JS develop-
ers. This package was only about 27MB in size and included one version (1.0.0). Within the
package is a postinstall. js file that extracts an archive named run. tar.xz, which includes an
ELF binary named run (the actual malicious
payload).

Very soon after it was discovered, web-brow-
serify was taken down from the npm repository.
That doesn't mean, however, that it hasn't been
mistakenly installed. To find out if web-browserify
was installed on your system, issue the command
npm list. If you find the app installed, remove it
with the command npm uninstall web-brouserify.
However, even if you remove the package, the ma-
licious code probably already has been launched,
and you'll need to take other measures.

To find out more about web-browserify, check
out Sonatype's blog (https://blog.sonatype.com/dam-
aging-linux-mac-malware-bundled-within-browserify-npm-
brandjack-attempt) about the discovery. © Ton Snoei, 123RF.com
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Keeping it simple: the Ansible automator

The Easiest Way

The powerful Ansible automator comes without airs and graces, does without complex syntax, self-documents,
and has no need to hide its light compared with Puppet and other configuration management tools.

By Martin Loschwitz

The Ansible IT automation tool
makes it easy to introduce automa-
tion into your environment. In this
article, I introduce Ansible and its ba-
sic capabilities and how to use them,
and I discuss which components in
the Ansible camp make an admin’s
life easier. Toward that end, I venture
a look at Ansible’s future under the
current owner Red Hat.

Early Steps

In 2014, the world of automation
on Linux was very different from
today. I had just started a job in
Berlin that involved building an
OpenStack platform. Puppet fans
set the tone in the company, so the
idea was for the OpenStack cloud to

ADMIN 63

be something for the Puppet play-
ers, too. However, OpenStack was
far removed from its current level of
maturity at the time, and the mod-
ules offered by the developers were
more of a big mess than a solution
that could be used in production.
What this meant in terms of daily
development of the platform soon
came to light in an extremely un-
pleasant way.

The Puppet usage that the OpenStack
developers specified was inefficient
and slow. Before Puppet even started
to change anything on the systems,
several minutes could pass. In the
worst case, the process ended up
producing an error that kicked an
entire hour of Puppet runtime into
the gutter (Figure 1). Puppet offered

little comfort because the OpenStack
developers did not have a handle on
versioning their modules but allowed
the individual modules to reference
each other wildly.

Moreover, preparing configurations
for services proved to be extremely te-
dious: Puppet looked to obtain its con-
figuration from the built-in key-value
component, Hiera. The developers
endeavored to map every configurable
parameter from OpenStack in Pup-
pet and thus also in Hiera. Therefore,
sooner or later they translated entire
OpenStack configuration files from the
INI format to YAML for Hiera. The oc-
casionally used term “YAML scoops”
was born at that time.

Not only was the Puppet configura-
tion in need of improvement, but

WWW.ADMIN-MAGAZINE.COM
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Warning: Not using cache on failed catalog

Info: Retrieving plugin

Warning: Not using cache on failed catalog

/console_http
Info: Retrieving plugin

b3ea32la’

Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/puppet_wvardir.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/os maj version.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/pe_version.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/root_home.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/concat_basedir.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/facter_dot _d.rb
Error: Could not retrieve catalog from remote server: Error 400 on SERVER: Failed when searching for node client.puppetlabs.vm: Could n
ot find terminus console for indirection node

Error: Could not retrieve catalog; skipping run

[root@client ~]# puppet agent --environment=development -t

Warning: Unable to fetch my node definition, but the agent rum will continue:
Warning: Error 486 on SERVER: Could mot find terminus console for indirection node

Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/puppet vardir.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/os_maj_wversion.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/pe version.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/root home.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/concat_basedir.rb
Info: Loading facts in /var/opt/lib/pe-puppet/lib/facter/facter dot d.rb
Error: Could not retrieve catalog from remote server: Error 488 on SERVER: Failed when searching for node client.puppetlabs.vm: Could n
ot find terminus console for indirection node

Error: Could not retrieve catalog; skipping run

[root@client -]# puppet agent --environment=development -t

Warning: Unable to fetch my node definition, but the agent rum will continue:
[Warning: Error 460 on SERVER: Could not autoload puppet/indirector/node/console: cannot load such file -- puppetx/puppetlabs/pe_console

Notice: /File[/var/opt/lib/pe-puppet/lib/puppetx]/ensure: created
Notice: /File[/var/opt/lib/pe-puppet/lib/facter/pe_puppetdb_server_status.rb]/ensure: defined content as ‘{md5}9994d5a38cd9a27c16943026

Notice: /File[/var/fopt/lib/pe-puppet/lib/facter/windows.rb]/ensure: defined content as '{md5}d8BB0f6f32905704013355e2a40cfOB8"

Figure 1: Complex suites like Puppet, Chef, and others require so many resources that sometimes even the OOM killer kicks in. © Geoff Williams

its feature set with regard to Open-
Stack, as well. The procedure “Do
this on Host A, then that on Host
B, and finally the next on Host C”
was impossible to implement with
Puppet. However, it was central to
OpenStack deployment (e.g., with
Galera).

A colleague of mine brought Ansible
into play. At that time, it was just
two years old and far away from its
current feature set. Where Puppet
was pretty much a shock, Ansible
impressed right from the outset be-
cause of its simplicity of use, the way
it made nesting unattractive, and the
way it more or less self-documented.
Instead of a huge YAML bucket, An-
sible simply gave you the option of
storing a template for configuration
with all the desired parameters. Only
the host-specific entries needed to be
exchanged dynamically (e.g., the IP
addresses).

Terminology

As with any automator, Ansible has
by now developed a kind of jargon
that admins need to know before
embarking on the Ansible adventure.
Because this article would be difficult
to understand without these terms
and the knowledge of them, I will go
into them here.

WWW.ADMIN-MAGAZINE.COM

The term inventory is of central
importance. The inventory captures
the target systems on which An-
sible executes commands once the
admin instructs it to do so with a
playbook, which lists the host defi-
nitions from the inventory to which
the specific playbook refers, as well
as the roles to be invoked. A role,
in turn, consists of a list of tasks to
be processed, as well as configura-
tion files and templates associated
with this task, along with handlers
(i.e., services that restart after a

configuration change or perform
other event-driven tasks).

This triple of inventory, playbook,
and role is enough to let Ansible do
tasks on a specific host - almost:
Under the hood, Ansible has modules
that take specific steps and are de-
signed to be as granular as possible;
the administrator calls them in play-
books. If required, you can also write
your own modules, but thanks to An-
sible’s enormous range of functions
out of the box, this is not normally
necessary.

[stack@b52-41-2-cluster-31-idm ansible]$ ansible-playbook -i hosts stack-user.yml
--vault-password-file ~stack/.vault-password

PLAY [workstations, deepinfra, infra, idm, monitoring, undercloud] *#*#*sssssssss

TASK [Guthering Fﬂcts] LI LA A B B B L Ll Pl bttty el ]

TASK [h3a.stack-user : Ensure user "stack” is present] ****ssssssssssssssssssssss

Figure 2: Ansible relies on SSH in the background and does not need its own agent on the

target systems, which scales very well.
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Simple SSH Instead of
Client-Server

The requirements to get Ansible up
and running are simple, and so is the
architecture of the solution. Other
automators chose client-server proto-
cols and require appropriate services
on both the central management
server and the target systems. An-
sible was designed differently from
the beginning: It uses the established
and high-performing SSH protocol
(Figure 2) to execute commands on
other systems.

This setup inherently has many ad-
vantages, but also some disadvan-
tages. Users can use SSH to execute
commands on systems, for example,
if their own SSH key is stored there
and forwarding is working in the SSH
agent. Additionally, they must be
able to use sudo to assume sys admin
privileges on the affected system. To
ensure performance, Ansible also
uses scp to copy the modules it needs
to execute on the target systems
beforehand. Whereas Puppet and
Chef require the automation server

to execute the modules for all target
computers, Ansible distributes this
task to the systems themselves, which
naturally scales far better.

Getting Started with
Ansible

The lack of a client-server architec-
ture, from an admin’s point of view,
makes getting started with Ansible a
quick experience, given a user with
an SSH-based login on all systems

Listing 1: Inventory (excerpt)
<pre>
[Tmtest]
serverl.local ansible_user=mloschuitz
server2.local ansible_user=mloschuitz
<pre>

Listing 2: Package Installation

<pre>
- name: Install helloworld
package:
name: hello-world
state: present
<pre>

12 ADMIN 63

and permission to run sudo without

a password. On any system that can
access the other systems over SSH,
you then install the Ansible package
intended for your distribution. Be-
cause Ansible has now reached a very
wide level of distribution, you can
choose from packages for all com-
mon Linux systems. After that, calling
ansible-playbook should take you to a
matching help text.

The next step is to create an inven-
tory. You can store this either in
YAML or INI format. The inventory

is divided up into host groups, for
which the names are the block head-
ers. The code in Listing 1 creates an
inventory with two host entries that
belong to the lmtest group. The ansi-
ble_user directive instructs Ansible to
log on to the host as the mloschwitz
user. The

ansible -i <file> all -m ping

command then pings all the hosts
from the inventory. The <file> argu-
ment specifies the name of the inven-
tory file — which is normally hosts.

Directory Structure

The Ansible developers provide use-
ful insights in the documentation [1]
on how the admin should ideally de-
sign the Ansible directory. The exam-
ple provides for a folder containing a
file named hosts. The first playbook
- in the example, Intest.yml - is
located at the same directory level,
as is an Ansible vault file (more on
that later). Great importance is given
to two additional folders, host_vars/
and group_vars/, the latter of which
is used to create files whose names
match the groups defined in the in-
ventory.

The group in the example is named
Imtest; variables could be defined for
this group in the group_vars/Imtest
file. Files for the individual hosts
(e.g., serverl.local.yml) are stored in
host_vars/. It is important to always
use the full hostname as it appears in
the inventory; otherwise, Ansible fails
to establish the connection between
the file and the host and fails with an

error message because variables are
not defined.

The last folder needed is the most
important one, roles/, which you use
to create roles that perform individual
steps on the target systems. Although
you could also add the roles tasks
directly to your playbooks, doing so
would become confusing over time.
Therefore, it has become common
practice to write roles that handle
logically related tasks on the setup’s
servers. In the roles/ folder are sub-
folders with the names of the roles
(e.g., Imtestrole). These folders also
have a specific structure.

The most important folder for a role,
tasks/, has at least one file named
main.yml that optionally contains in-
cludes to other files in the same direc-
tory or the desired tasks directly. The
task of installing a package on a tar-
get system would look something like
Listing 2 in the Imtestrole/tasks/
main.yml file.

Task entries, and all entries in An-
sible in general, follow a similar pat-
tern: name with a short description,
then the module to be called, and
finally its parameters. The structure
of a role in Ansible is similar to that
of a shell script, a fact that signifi-
cantly lowers the barriers to entry for
automation novices. The mandatory
name entry also makes Ansible roles
at least partially self-documenting,
which makes them understandable
to people other than the authors
themselves.

The example shown here covers only
a fraction of Ansible’s functional-

ity. For example, in the tasks/ folder
within the role, you could define
triggers that start, stop, or restart ser-
vices. With the notify parameter in
the task, you could call the defined
trigger afterward. The templates/ and
files/ folders are equally important,
if you need them. Files that need

to find their way onto the systems
unchanged end up in files/. In con-
trast, templates/ contains placehold-
ers in various places that Ansible
dynamically replaces with the value
that applies for the host before roll-
ing the results out to a host. In this
way, you only need one template to
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roll out the configuration file to mul-
tiple hosts with the appropriate IP
for each host.

Predefined Variables

To help the administrator do just that,
Ansible defines a variety of environ-
ment variables per host. In Ansible
jargon, these are known as facts, but
accessing them works like accessing
normal variables.

For example, one often-used variable
is ansible_distribution, which tells
the admin in the module whether
they are dealing with Debian,
Ubuntu, CentOS, or SUSE. With the
help of the ansible_distribution_ver-
sion fact, you can additionally check
the specific version. Ansible only exe-
cutes the items where when conditions
are possible if the criteria specified in
the condition are true.

Using the facts described here, an
admin could design the role such
that Ansible performs certain tasks
on specific distributions only, which
makes working with Ansible in a
heterogeneous environment far
easier.

Compact Playbook

Roles used in the recommended
way keep the playbook very short. It
defines only the host group it refers
to and the roles it applies to it (List-
ing 3). Afterward, the playbook can
be invoked by:

ansible-playbook -i hosts playbook.yml

The task from this example would re-
sult in hello-world being installed on
all target systems.

Dynamic Inventory

Critics and supporters alike say that
one of Ansible’s greatest strengths
comes from the compilation of its
inventory. The easiest way to build
one is to use a good old plain text
file in the main Ansible installation
folder. However, this does not offer
a great deal of flexibility; especially
in dynamic environments such as
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clouds, in which you are soon likely
to reach the limits of the approach.
Ansible therefore offers a dynamic
inventory option, in which ansible
or ansible-playbook compiles the
inventory file from various sources
at runtime.

In particular, setups with a central
single source of truth with informa-
tion about all systems will benefit
from this principle. For example,

if you use Cobbler for bare-metal
deployment, you can use a custom
Python script [2] to generate the in-
ventory from the host list of systems
stored in Ansible. If you use Open-
Stack, either as a tool for managing
bare-metal systems or for running
virtual machines, you can retrieve the
list of target instances directly from
the OpenStack API with the open-
stack_inventory script [3].
Connecting Ansible directly to a data
center inventory management (DCIM)

tool like NetBox is a tad more elegant.

A DCIM tool lists the existing serv-
ers by definition. Because NetBox
in particular contains a completely
machine-readable API, establishing
a connection is particularly easy. A
sample NetBox script [4] for An-
sible’s dynamic inventory illustrates
this functionality.

Infrastructure as Code

If you just write a few Ansible roles
for your automation or combine a
few ready-made roles off the web,
you will get a reasonably clear, but
still very powerful, Ansible directory.
In the spirit of infrastructure as code,
managing the entire Ansible directory
in a Git repository offers a number of
benefits.

On the one hand, you can automati-
cally establish a single source of
truth for the code in use by specify-
ing that the HEAD in this Git direc-
tory must always be the currently
rolled out production version. On
the other hand, managing an An-
sible directory in Git makes it easy
to work on the directory as a team
and track changes.

Ansible playbooks and roles must
always be idempotent by definition.

Listing 3: A Playbook

<pre>
- hosts: infra
become: yes
roles:
- Imtestrolle
<pre>

If you run Ansible against your sys-
tems 10 times, you must end up with
a working system 10 times over that
has successfully completed the steps
anchored in Ansible. If you make a
mistake while working with Ansible,
you can very easily revise changes
and run Ansible again if a Git direc-
tory is available. This normally re-
stores the previous state and solves
problems caused by a (temporary)
misconfiguration.

Dealing with Passwords

Sooner or later, any administrator
has to deal with passwords as part
of their daily work. Although they
should not slow down automa-
tion, storing them in plaintext in
an Ansible playbook is not an op-
tion. This is even more true if, as
suggested, the Ansible playbooks
reside in a central Git directory to
which many people have access. In
many companies, the compliance
policy rules out such a situation
anyway: In many places, teams

are not allowed to access any data
other than that they absolutely need
for their own work in the scope of
segregation of duties. However, if a
team posts passwords from its own
infrastructure to the Git directory,
which is then accessed by the entire
company, there is no longer any
protection.

The Ansible developers are aware
of the problem and are addressing
it with Ansible Vault. The name

is somewhat unfortunate in that

it clashes with HashiCorp Vault.
Although an Ansible community
module ties Ansible directly to
HashiCorp Vault, it has nothing to
do with Ansible Vault. The small
Ansible Vault tool encrypts a text
file created by the admin (Figure 3)
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[stack@b52-41-2-cluster-31-idm ansible]$ cat host_vars/b52-41-2-cluster-31-infra.mgmt.ip-b52.cloud.internal/secrets.yml

SANSIBLE_VAULT;1.1;AES256

61653334623336323836313565663637666635346331303861316639396539656266366265636235
33636135636562656263623464313663333765373435653900636362623936303437323863336434
37323565396565653831323036656364333835373166393965633732613162643936356233373231
6138633565303533390a653066386337366434363633386430303063376637333431656237336561
36333464353334613334343963643539623765313737366262303430383138636433316138653462
32653262663561376534393636373137356639326363393439636363636266653439663437353462
313563343737643963643834633631663735326330839326535323436393432636239356366353231
62306132346161643962393931303431393365646230316639373361656362393330363238323566
33353865663637316335333266316337633138346565623461393437653061363064303935623030
30663939346334663338393630616162666632343363363066363631346563383438373562376534
34626561643833656236306465353661623237626366623834346265323130626233363835393338
61616562306236323731623865383036313165656235363639376336373138643636393233373764
35393732663433303731623664633836376465366337313532383763656263313664303737393238
38393139323936623138323363653362383662613233366562323931323632316463633862376162
64653637343038373438366466396237613835343235393836616434333139383831653338326534
62633631623561613432653562373932376264393236303932613362636334646135343962383633
31313066363038613164623630386631376530343936623265376434373561326661333464313962
32366538333962613533646362356664636534303933393337343463343630393237366536623465
37663466346362636135363264623164656363363566646337353739343064653863333630613335
©63366336336434326137373066303563643631643834366332313765663062383130306562623230
31383666653738393664326339313532613762313164386563663239666163356262333862386664

Figure 3: Ansible Vault lets you store encrypted passwords so they can be managed in Git.

rolls out the certificate. You can
then access the encrypted file with a

so that Ansible can read it like any
other variable file.

Once the admin has installed Ansible,
ansible-vault is also available as a
command in the shell. You can use

ansible-vault create passuords.yml

to create a vault for passwords. In it,
you then define your passwords as
variables (e.g., 1dap_admin_passuord:
verysecret). In your roles and play-
books, you can then access the vari-
able as you would any other. However,
when Ansible is invoked, it adds a
--vault-id to the command to refer-
ence the password file.

Also for Certificates

The Vault mechanism is suitable
not only for passwords, but also for
other confidential content, such as
the SSL keys that belong to certifi-
cates. If a web server with SSL en-
abled needs to be rolled out without
automatic Let’s Encrypt, it usually
needs the key matching the certifi-
cate without a set password, which
you can do quite easily with the
Vault command that encrypts the key
for the certificate:

ansible-vault encrypt key.pen

The encoded file is stored in the
files/ subfolder of the role that
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content directive in the playbook. If
you pass ansible-playbook the vault
with --vault-id, Ansible automati-
cally decrypts the vault when the
playbook is called and uses the con-
tents of the file.

Ansible Tower

It was to be feared that Ansible
would not remain the small, no-frills
automation tool of the first hour for-
ever. However, Red Hat, as the new
owner of the solution, is doing its

best to implement changes carefully
and, moreover, to design them such
that administrators do not necessar-
ily have to use them. In parallel, the
vendor is trying to build a portfolio
around Ansible that provides ad-
ditional functionality for its own
clientele. Ansible Tower, which is
based on the open source Ansible
AWX software, is a good example of
this effort.

At its core, Tower is on one hand

a REST API and on the other a
graphical user interface (Figure 4),
including its own user and rights
management with which Ansible
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Figure 4: Ansible Tower works as a REST APl and a GUI for Ansible, making large Ansible

setups more manageable. © Red Hat
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can be conveniently controlled on a
variety of target systems. Addition-
ally, Tower can also be linked to ex-
isting user directories such as LDAP,
which forms a kind of front end for
quick access to an organization’s
entire Ansible setup. In Tower, you
can add new playbooks and roles
to the setup, run them on hosts,
and integrate them into continuous
integration/continuous deployment
(CI/CD) toolchains. Additionally,
recurring tasks can be defined in
Tower that Tower then automatically
executes at the defined intervals.
One special feature of newer Tower
versions is its seamless integration
with various public cloud providers.
Ansible itself comes with modules
for quite a few clouds, including
Amazon EC2 and Microsoft Azure.
The cloud workloads rolled out
from Tower can then be visualized
by the tool itself and monitored
within the scope of its capabilities
(Figure 5).

However, only death is free of
charge, and that costs you a life.
Tower can be seen as Red Hat’s
predominant attempt to generate
additional revenue from the Ansible
acquisition for the first time. As for
other management tools, you need

a separate subscription for Tower.
According to various sources on

the web, the premium version costs
around $14,000 per year. Companies
would do well to evaluate Ansible
Tower extensively before making a
purchase.

Quo Vadis, Ansible?

It’s difficult to believe that another
five years have passed since Red Hat
bought Ansible, especially because,
so far, Red Hat hasn’t changed An-
sible as much as you might have
expected or predicted on the basis
of other Red Hat purchases. In some
places, it is noticeable that Red Hat
goals are dominating the to-do list
for the automator, but all in all, it
seems as if its developers are still
largely free to do as they please.
Accordingly, the Ansible team has
also maintained its modus operandi

WWW.ADMIN-MAGAZINE.COM

Ansible Automator FEATURE .

TN&R09 11 27:19 AM Zystem

L+ ]

created job @

created workflow_job

creaved workflow_job

]

Figure 5: In addition to the ability to launch Ansible workloads, Tower has an autorun mode
and records actions in a compliance-compliant manner. © Red Hat

of limiting feature planning to the
period between two major releases.
The current major release of An-
sible at the time of going to press
was 2.10, but by the time this issue
is published, version 3.0 will have
probably seen the light of day. In
this respect, there is no vision for
Ansible development within the
coming years. Instead, the develop-
ers of the automation solution are
happy to respond to feature requests
either directly from Red Hat or from
the ranks of users.

The only thing that can be predicted
with some certainty for Ansible is
that Red Hat will continue to view
and treat it as an important asset

in the context of its own products.
For Ansible fans, this means that,
for now, you should not expect

too much in the way of profound
changes in the design of the software
or in the way Ansible development
proceeds.

Conclusions

Ansible does not try to impress ad-
mins with a huge feature set, fancy
technology, or daring features with
great automation. Instead, the tool
sees itself first and foremost as an
honest automator: If you come from
a world of Bash and shell scripts, you
will find it easy to get started. That
Ansible roles almost inevitably self-
document makes working with the
tool even easier.

The software scores other bonus points:
It has a number of integrations with

external tools, the inventory can be
maintained as a text file or gener-
ated dynamically, and extending
Ansible doesn’t present problems
for admins. Even less experienced
admins can use Ansible to intro-
duce automation into their environ-
ments in no time at all. Ansible is
therefore recommended to anyone
looking for a jumping-off point into
the world of automation or simply
anyone who prefers an automator
without all the bells and whistles. m

Info

[1]1 Directory structure: [https://docs.ansible.
com/ansible/2.8/user_guide/playbooks_
best_practices.htmlftdirectory-layout]

[2] Ansible inventory from Cobbler:
[https://docs.ansible.com/ansible/latest/
collections/community/general/cobbler_
inventory.htmi]

[3] Ansible inventory from OpenStack:
[https://docs.ansible.com/ansible/latest/
collections/openstack/cloud/openstack_in-
ventory.html]

[4] Ansible inventory from NetBox:
[https://docs.ansible.com/ansible/latest/
collections/netbox/netbox/nb_inventory_
inventory.html]
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Configuration management with CFEngine 3

Principled

CFEngine 3 comes with a promise of more efficient configuration
management and strict compliance with policies; however, it faces

some tough competition. sy vatentin Hobel

Configuration management is the
term used to describe the most auto-
mated and uniform management of
systems possible with standardized
tools. By means of special configura-
tion languages, you feed your tool

of choice instructions designed to
convert target systems to the desired
state and keep them there, taking the
burden of implementing system man-
agement off the system administra-
tor’s shoulders.

Installing and configuring software,
starting processes and services, creating
users and groups, setting file permis-
sions - the system administrator de-
fines all these tasks once only and then
lets the tool do the work. If a system
deviates from the defined standard,
configuration management straightens
it out again. In this way, even small
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teams can automate the process of
managing large system landscapes.

The most frequently used automation
tools of this type include the well-
known solutions Puppet and Chef, as
well as Ansible, SaltStack, and, to a
certain extent, Terraform. CFEngine 3 is
less well known, although its predeces-
sor was considered the first of a genre.

Credit Where Credit Is Due

For a long time, system administrators
wrote scripts to manage a large num-
ber of systems uniformly. CFEngine
was the first to set the principle of
centralized and standardized configu-
ration in stone as a software prod-
uct. As early as 1993, Mark Burgess
at the University of Oslo described
CFEngine as a tool that enabled the

administration of numerous systems
with the help of an abstraction and a
kind of configuration language. Grow-
ing use eventually resulted in the far
more mature version 2 in 2002, which
because of its reliability is still in use
in some companies today.

As with other open source projects,
the CFEngine project became increas-
ingly commercialized with wider en-
terprise use, leading to the formation
of a support and consulting services
company in 2008. One year later,
CFEngine 3 [1] was released, partially
abandoning backward compatibility
with its predecessor and available

for the first time in a community edi-
tion and in an enterprise edition that
focuses on enterprise customers with
features such as reporting and a web
interface. However, the free version
also contains all the important func-
tions for daily configuration man-
agement. The commercial edition is
made more palatable because you can
try out the software and manage up
to 25 systems free of charge.

Design Principles

The CFEngine design is based on sev-
eral principles that run like a thread
through the structure and use of the
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tool. The system administrator uses a
declarative approach to define the de-
sired end state of a system in a configu-
ration language. How this is achieved is
usually not given in detail. The instruc-
tions are deposited on a central system
from which the computers to be con-
figured can themselves download the
latest versions (pull principle).
CFEngine automatically executes

all necessary steps locally, thereby
abstracting (i.e., converting) the
concrete instructions for the system
description at the command line. An
example of a command would be
something like: Make sure the Nginx
web server is installed and started.
The maintainer does not have to give
a specific command like yum install
nginx because CFEngine maintains

a library of commands for each sup-
ported operating system, which it
uses automatically when implement-
ing the instructions.

Promises

The most important principle of
CFEngine is the Promise Theory [2]
and is intended to solve the problem
of system administrators not always
being sure whether a target system is
currently in the desired state. When in
doubt, the admin feels compelled to
log in manually to view the state and
correct it if necessary. After some time,
repeating this time-consuming under-
taking becomes a real risk: Other users
could have (involuntarily) changed
the system so that it no longer reliably
fulfills its original purpose.

The Promise Theory model now
describes how this permanent uncer-
tainty can be resolved efficiently by
equipping each system with an agent
that is controlled by a central server
and from which it obtains instruc-
tions, or promises. According to the
creators of the software, pretty much
everything in CFEngine 3 is a prom-
ise. A promise means that an autono-
mous system announces its inten-
tion to change itself into the desired
state on the basis of the instructions
received - even if, for example, the
central server with the instructions
cannot be reached at the moment. Of
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course, the promise does not contain
a certainty of success, but only the
intention to get as close as possible to
the desired state (if necessary, after
several iterations).

What sounds quite weird at first has
tangible benefits. In addition to the
description of the state, the system
administrator can store instructions
on what should happen if the desired
state is not in place at the moment or
cannot even be achieved in principle.
In the best case, the CFEngine agent
repairs the system and restores the
desired state. In the worst case, it
cannot sort out the system and resorts
to the instructions the administrator
has stored for such cases.

Of Promises and Policies

The smallest self-contained and
executable unit in CFEngine is the
promise, which contains at least one
concrete statement (e.g., make sure
an account is created). Several of
these statements are then bundled
into a policy.

The name reveals how CFEngine 3
ticks: Since version 1, the CFEngine
makers have considered systems to be
entities that are supposed to comply
with enterprise policies. Logically, a
group of instructions (policies) then
enforces the individual measures
(promises). If you need to bundle
multiple policies, you can use the
next higher grouping form, which is
conveniently named bundle.

Toolkit

CFEngine 3 does the usual work that
you might expect from a configura-
tion tool. It can obtain information
about a target system and its state
and modify text files in various for-
mats. It can set file permissions and
ownership, as well as POSIX access
control lists (ACLs).

Users, groups, firewall entries, pro-
cesses, services, launching third party
programs - everything needed for sys-
tem administration under Linux (Cen-
tOS/RHEL, Debian, Ubuntu, SLES),
Unix (AIX, HP-UX, Solaris), and
Windows (Enterprise variant only)

is included in CFEngine 3 by default.
Additionally, it supports numerous
advanced operations such as query-
ing and modifying databases. Thanks
to a connection to VMware, KVM,
Xen, and VirtualBox, virtual machines
can also be managed by the standard
statements in promises.

The declarative approach makes
CFEngine policies idempotent; they
can therefore be executed as often as
required and always achieve the same
results. Permanent monitoring of the
local system by the CFEngine agent
ensures that changed states are de-
tected and corrected.

Setting Up CFEngine 3

To run CFEngine 3 you need to in-
stall the central server (Policy Server
or even Policy Hub) and at least

. Policy Hub Server _ Client
L v v v
cf-runagent ——>»  cf-serverd cf-monitord cf-promises | :
: | Data Flow &
Legend . | Connects .‘ =
4
""""""""""" Executes

Figure 1: A simplified view of the CFEngine 3 architecture.
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Table 1: Lab Systems
Hostname 0S IP Address

cf3-ubsrv Ubuntu 20.04 192.168.38.131 Policy Hub, provides policy files
cf3-ubcli Ubuntu 20.04 192.168.38.132 System with CFEngine agent
cf3-centcli Cent0S 8 192.168.38.133 System with CFEngine agent

Listing 1: Installation on cf3-ubsrv

$ sudo wget https://cfengine-package-repos.s3.amazonaus.com/community binaries/Community-3.15.3/agent_
ubuntul8_x86_64/cfengine-community_3.15.3-1.ubuntul8_amdé4.deb

$ sudo apt install ./cfengine-community_3.15.3-1.ubuntul8_amdé4.deb

sudo cf-agent --bootstrap 192.168.38.131

Bootstrapping from host '192.168.38.131" via built-in policy '/var/cfengine/inputs/failsafe.cf’
This host assumes the role of policy server

Updated local policy from policy server

Triggered an initial run of the policy

Restarted systemd unit cfengine3

notice: Bootstrap to '192.168.38.131"' completed successfully!

0 U U WV =V

Listing 2: Installation on cf3-ubcli (Agent)

$ sudo uget https://cfengine-package-repos.s3.amazonaus.com/community binaries/Community-3.15.3/agent _
ubuntul8_x86_64/cfengine-community_3.15.3-1.ubuntul8_amdé4.deb

$ sudo apt install ./cfengine-community_3.15.3-1.ubuntul8_amdé4.deb

$ sudo cf-agent --bootstrap 192.168.38.131

notice: Bootstrap mode: implicitly trusting server, use --trust-server=no if server trust is already
established

notice: Trusting new key: MD5=d67ad4@160db5f79a616eeal8bb9073c

Bootstrapping from host '192.168.38.131" via built-in policy '/var/cfengine/inputs/failsafe.cf’

This autonomous node assumes the role of voluntary client

Updated Tocal policy from policy server

Triggered an initial run of the policy

Restarted systemd unit cfengine3

notice: Bootstrap to '192.168.38.131"' completed successfully!

o =X = =u =0

Listing 3: Installation on cf3-centcl1i (Agent)

$ uget https://cfengine-package-repos.s3.amazonaus.com/commnunity_binaries/Community-3.15.3/agent_rhel8_
x86_64/cfengine-community-3.15.3-1.e18.x86_64.rpm

$ sudo yum localinstall cfengine-community-3.15.3-1.e18.x86_64.rpnm

$ sudo /var/cfengine/bin/cf-agent --bootstrap 192.168.38.131

notice: Bootstrap mode: implicitly trusting server, use --trust-server=no if server trust is already
established

notice: Trusting new key: MD5=d67ad4@8166db5f79a616eeal8bb9873c

Bootstrapping from host '192.168.38.131" via built-in policy '/var/cfengine/inputs/failsafe.cf’

This autonomous node assumes the role of voluntary client

Updated Tocal policy from policy server

Triggered an initial run of the policy

Restarted systemd unit cfengine3

notice: Bootstrap to '192.168.38.131"' completed successfully!

0 = = =W =

##4 Open port 5368/TCP on the local fireuall
$ sudo firewall-cmd --zone=public --add-service=cfengine
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one agent; these components [3]
can run on the same system for test
purposes. In regular operation, the
policy server distributes its policy
files to agents running on different
systems. (Figure 1).

Because I always use Linux, I set

up a small test environment for this
article (Table 1) and carried out the
installation manually in line with
the official instructions for the com-
munity edition [4]. The linuxmag
account was set up and given Sudo
rights during the operating system
installation on all systems.

The necessary software packages
are available directly from the
manufacturer’s website [5]. An
installation from the distribution
repositories is not recommended
because they often contain outdated
software versions. The CFEngine 3
package in the Ubuntu 20.04 reposi-
tories, for example, was incomplete
and poorly maintained at the time
of testing.

CFEngine v3.15.3 was installed on
all participating test systems (List-
ings 1-3). Corresponding packages
are available for download, even
though the online documentation
of CFEngine 3 does not list Ubuntu
20.04 or CentOS 8 in the list of sup-
ported platforms, probably because
the online documentation was sim-
ply not adapted after its release;
the respective previous versions of
both distributions can be found in
the list.

After installing the Policy Hub and
agents on the lab systems, I logged in
as the linuxmag user on host cf3-ub-
stv and carried out a short connection
test (Figure 2) with the command:

# /var/cfengine/bin/cf-net 2
-H 192.168.38.131,192.168.38.132,2
192.168.38.133 connect

CFEngine 3 best practices dictate exe-
cuting all the commands with the root
account, which the listings that follow
take into account. CFEngine 3 starts
several processes per system, all of
which perform different tasks. A short
overview can be found in the official
documentation [6].
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Figure 2: Checking the agents' connectivity with a connection test.

Getting Started

The initial setup of CFEngine 3 took
place with the bootstrapping section
at the end of the listings for installa-
tion on the various systems. Among
other things, sample configurations
were copied from the installed
package, and important directory
structures were created under /var/
cfengine/. The predefined contents
in detail are described in the online
documentation [7].

On Policy Hub cf3-ubsrv, I stored
several of my own CFEngine files
with instructions in /var/cfengine/
masterfiles/. The folder there al-
ready contained files that CFEngine
created automatically. For the sake
of order, CFEngine 3 wants you to
store DIY-created policy files in /var/

cfengine/masterfiles/services/. If
you want a policy file to be executed
automatically, as I did in this article,
you need store it in /var/cfengine/
masterfiles/services/autorun/.

All files stored on the central Policy
Hub at /var/cfengine/masterfiles/
(Figure 3) download the agents at
five-minute intervals by default and
make them available locally at /
var/cfengine/inputs/. Following the
principle of infrastructure as a code,
the developers recommend that the
content of /var/cfengine/master-
files/ be placed under version con-
trol through SVN or Git.

To illustrate how CFEngine 3 works,
I introduced a simple policy that
installs the lightweight Nginx web
server on the target systems and en-
ables the associated systemd service,

Policy Definition Point
/any/path

Version
Control
Repository

A
h 4

Distribution Servers

/var/cfengine/masterfiles

v 3

Py

End hosts

/var/cfengine/inputs

Figure 3: Distributing policy files from the CFEngine 3 infrastructure. © CFEngine

webserver.cf in Detail

Listing 4 starts with the definition of a

bundle that includes several promises in curly
brackets. The bundle name, here nginx_in-
stalled_running, can be freely chosen, but
CFEngine 3 makes clear specifications for the
bundle type [8]. Bundles of the agent type
contain promises that make changes directly
on the target systems. The promise of the
meta type includes a list variable with a single
autorun element, which tells CFEngine 3 to
include this bundle in every automatic run.
The vars type promise includes a list of pack-
ages to install. You can list multiple packages
here. The packages promise uses a trick:
instead of a name or the specification of

the package to be installed, it specifies the
name of the package_list list, which tells
CFEngine 3 to iterate automatically across all
the entries in the list and apply for each ele-
ment the package_policy attribute add and
the generic instruction package_method,
which means “use the appropriate package
manager.”

The services type promise also iterates
through the package list and applies the
service_policy attribute in each case, with
the start value activating and starting the
associated systemd service. More about the
different promise types can be found in the
online documentation [9].

starting it at the same time. To do
this, I launched a text editor on
Policy Hub to create the /var/cfen-
gine/masterfiles/services/autorun/
webserver.cf file and filled it with
life (Listing 4). The “webserver.cf
in Detail” box provides more infor-
mation. The command

# cf-promises -f /var/cfengine/2
masterfiles/services/autorun/?
webserver.cf

checks the content of the file for er-
rors.

To enable automatic execution of
your own policy files on the Policy
Hub, create the def. json file under
/var/cfengine/masterfiles/ to con-
figure the services_autorun option
(or, more precisely, the CFEngine
class):

{

"classes":

{
"services_autorun": [ "any" ]
3
3

The comments in the /var/cfengine/
masterfiles/promises.cf file show its
effect.

Listing 4: webserver.cf

bundle agent nginx_installed running {
meta:
"tags" slist => { "autorun" };

vars:
"package_list" slist => { "nginx" 3;

packages:
"$(package list)"
package_policy => "add",
package_method => generic;

services:
"$(package_list)"
service_policy => "start";

WWW.ADMIN-MAGAZINE.COM
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In the default configuration, the
CFEngine agent on the target systems
implements the promises every five
minutes. The command

cf-agent --dry-run --inform

shows what it will trigger the next
time it is executed automatically
(Figure 4).

After the next automatic execu-
tion, the installed nginx package
and the matching service, enabled
and running, can be found on the
target systems (Figure 5), but on
the cf3-centcli lab system, systemd
seems to have failed to start Nginx
because of an Nginx configuration
problem, which I did not investigate
further. CFEngine 3 will always try
to start Nginx on the CentOS system
in the future.

If you want to delve deeper, you can
now add instructions to the web-
server.cf file about what to do in
case of unfulfillable promises. Also,
Nginx can only be reached from
other systems by opening the local
firewall. Configuring this for two dif-
ferent distributions by promise is not
so easy and another possible exercise
for the future.

root@cf3-ubclai:/
11 Llab http-image-filter
11 lib http-xslt-filter
11 lab od-mail
11 L -mod-stream
11

%= COmmon
11 -Co
root@cf3-ubcli:/var/cfeng

2t

OO0 W DO M
- A =D
-

|
T =g

cf3-ubcli systemd[1]: arting |
3 ¢f3-ubcli systemd[l]: Started A high performance web server and a rever

Figure 5: After the first run of CFEngine on the Ubuntu client, Nginx is installed and started.
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Documentation and
Community

In this article, custom policy files
were included and executed by the
autorun method. However, sys ad-
mins have other ways to activate
bundles and policies [10].

The use of CFEngine 3 gets more ex-
citing with the use of preconfigured
bundles from the creators and the
community. You can find these sev-
eral places on the web - the CFEngine
Design Center [11] with its Sketches
being one of the best known. Ready-
made bundles are intended to facili-
tate the tasks for newcomers and act
as templates for your own configura-
tion snippets.

Somewhat confusingly the CFEngine
documentation appears to be distrib-
uted several places. The official web-
site [cfengine.com] has a Quickstart
Guide with mini-documentation,
whereas [docs.cfengine.com] has
the official documentation. An ar-
chive [12] also houses a hodgepodge
of old manuals, some of which are
easier to read than the current docu-
mentation.

If you want to go further into CFEn-
gine 3, you have to allocate plenty of

*archEﬂglrEflnputsfser¥1

time. The approach seems a bit un-
wieldy in places, and the comparatively
small community makes it difficult to
get good learning resources or even
help online. However, you can find a
few good books. The members who
are involved in the community seem
to have been around for a long time
and know all the tricks. In researching
for this article, I often stumbled across
the same names I did in 2012 and 2013
when researching previous articles.

Strengths and Weaknesses

CFEngine shows its strengths wher-
ever admins need to manage a large
number of heterogeneous systems
with the smallest possible footprint.
According to statements from the
community, environments with a
million or more agents can be real-
ized, which is also attributable to the
ability to cascade the central Policy
Hub (e.g., with one hub per data
center).

Once it’s up and running, CFEngine
3 proves to be a powerful and lean
machine that takes very little perfor-
mance away from the applications on
the target systems. Unlike Puppet or
SaltStack, for example, the CFEngine

le for Ngin

54 : nodule for Ng
all S , powerful,
all mall rful,

amd64 /proxy serv

nginx

Jusr/sbin/nginx -g daemon on;

high performance web

master_process on;
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agent also assumes virtually no depen-
dencies. The ability to manage Linux,
Unix, and Windows (in the enterprise
variant) with a common tool proves

to be an advantage in many environ-
ments.

The weaknesses of CFEngine 3 reveal
themselves if getting started needs to
be a fast and simple process, which
would presuppose a large number

of up-to-date libraries with prefabri-
cated configuration snippets. More-
over, CFEngine 3 lacks the popularity
of Puppet and the like, which will
slow down the influx of new users
and, in turn, new cash flow to fund
development.

However, if you choose to get in-
volved with CFEngine 3 and give
the tool some time, you can use

it to build a solid and functional
configuration management system.
If you are eager to experiment, you
can also take a look at a SlideShare
presentation [13], in which the

CFEngine 3 FEATURE .

CFEngine makers demonstrate the
orchestration of Docker containers
with CFEngine 3. [

Info
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product/community/]

[2] Promise Theory: [https://en.wikipedia.
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Automation with Chef

Automation with Chef ° |
. . ® ’
asty Recipes

‘ | 4 (] A n ’ /

The Chef automator borrows some of its vocabulary from the world of cooking. Its cookbooks contain good

recipes for many recurring tasks, and admins can follow them to prepare pallatable results with manageable

overhead. sy Thomas Heinen and Patrick Schaumburg

Chef has been around since 2009 and
is one of the most popular systems for
configuration management. Originally
the company was called Opscode,

but it later changed its name to Chef.
Since the end of 2020, Chef has be-
longed to US software company Prog-
ress, which added a DevOps solution
to its broad portfolio of development
tools. Many well-known companies
rely on Chef [1] to manage their infra-
structure or even parts of their cloud.
Facebook, Alaska Airlines, SAP, and
Carfax are prominent examples.

Chef is written mostly in Ruby and is
based on a client-server architecture
with various optional components [2].
It can also be used in a standalone
setup for simple use cases. Chef is
surrounded by a robust toolchain for
software quality, testing, and software
life-cycle management, and this toolset
is constantly being developed by an
active community and Chef itself. The
portfolio now includes 4,000 freely
usable cookbooks for the configura-
tion of software and several hundred
plugins and additional tools. Unlike
other tools, Chef focuses solely on the
management of operating systems and
applications, but not on the provision-
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ing of virtual machines (VMs) or cloud
infrastructure.

Basic Terms

To begin, we need to clarify some ba-
sic concepts on which the following
explanations are based. Because the
term Chef originates from cuisine, the
names of many tools have been bor-
rowed from the kitchen world with
a wink of the eye; even newcomers
will get this right away. Cookbooks
contain recipes, and a supermarket
provides the community additional
cookbooks free of charge.

In addition to the cookbooks main-
tained by Chef itself, more than 150
cookbooks maintained by sous chefs
supplement the ecosystem. This
group of volunteers continually up-
dates and expands all of the projects
they oversee and also holds weekly
public meetings in Chef Community
Slack. Furthermore, roles use recipes
from cookbooks and connect them
with each other. These roles can be
used by a node, where a node can
be a VM, a server, or generally any
system on which software can be in-
stalled or configured.

A tool named Knife uploads cook-
books, lists resources, and uses the
supermarket. To make sure you don’t
lose track of a node, the small Ohai
tool lets you read out the current con-
figuration of a system.

If needed, custom attributes supple-
ment the information collected by
Ohai. These attributes are used much
like variables to influence execu-
tion. The connection between roles,
attributes, run lists, and cookbooks
is established by policy files, which
contain all the information needed
for all environments and can be ver-
sioned in Git.

Recipes use an easy-to-understand
domain-specific language (DSL)
named Chef DSL. If you can’t use it,
you have the option of falling back on
Ruby as a programming language, al-
though this is not usually necessary.

Components

A typical Chef environment contains
different components depending on
the desired scope [3]. The minimum
setup that will let you proceed is the
Chef Infra Client, which plays the role
of the active component. If you run it
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locally on a node, it needs a run list,
which contains at least one recipe.
Centralized management of run lists
is handled by the Chef Infra Server,
which registers and links nodes and
has other advantages, such as central-
ized management as a source of truth
for cookbooks, run lists, environ-
ments, roles, attributes, and policy
files. In the past, the server also acted
as a reporting tool, providing a quick
overview of the completed Chef Infra
client runs.

Having already discontinued the ever-
expanding web interface for Chef
Infra Server, Chef decided to launch
Chef Automate, which initially served
as a plain vanilla reporting tool for
infrastructure changes (Figure 1).
However, it has evolved so much
over the past few years and been en-
hanced with so many features that it
is expected to replace the Chef Infra
Server web interface. Additions in-
clude a REST AP]I, single sign-on, and
integration as a source for the Servi-
ceNow configuration management
database (CMDB).

Over time, Automate has evolved to
the point that you can even use it as

Automation with Chef

a centralized compliance monitoring
platform with more than 400 indus-
try-standard benchmarks included,
and it lets you communicate directly
with and automatically query the
APIs of Amazon Web Services (AWS),
Microsoft Azure, and Google Cloud
Platform (GCP) or with the target
environments and systems over SSH
and Windows Remote Management
(WinRM). Chef InSpec takes care of
continuous verification.

In addition to the compliance profiles
included in Automate, the manufac-
turer also offers matching cookbooks
in the form of Chef Compliance,
which automatically solves identified
problems. These remediation pack-
ages are officially certified by the
Center for Internet Security (CIS) and
provide enhanced IT security without
additional development overhead.
You can support the internal Chef
Community or use public Cook-
books through the Chef Supermar-
ket, which provides an overview of
existing cookbooks - no point in
reinventing the wheel. Developing
new cookbooks and policy files and
operating a Chef environment does

FEATURE

not require the complex installation
of additional components such as
Ruby or other tools. You just need
to install Chef Workstation. After
initialization with a short command,
all the required components and
packages are ready and can be used
immediately. Windows even has a
specially created Docker image.

Using Chef

Chef Infra works with an agent in-
stalled on the node that periodically
queries the Chef Infra Server with the
pull principle to see if more recent
cookbooks, run lists, or attributes are
available. If not, the cookbook cached
locally during the previous run is
restarted to check the desired state
and restore it if necessary. If the Chef
Infra Server has newer information,
only the updated components are
downloaded.

The client identifies itself to the
server with a certificate over the
HTTPS protocol; you do not have to
punch holes in the firewall for each
individual system, as is the wont with
push-based systems. This approach
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Figure 1: Chef Automate started life as a reporting tool but is now well on its way to replacing Chef Infra Server.
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Automation with Chef

ensures very secure connections and
economical use of resources on the
Chef Infra Server, which can already
manage around 100,000 nodes as a
standalone installation.

The previously mentioned cook-
books, like many other tools, follow
a standardized structure that varies
depending on the complexity of the
task (Figures 2 and 3). At least two
parts are optional: the metadata.rb
file, which contains information such
as the name and version of the cook-
book, and one or more recipes in a
recipes subdirectory that specify the
desired state:

# metadata.rb

name 'uebserver'

description 'Installs an Apache2 2
webserver'

version '1.6.8'

minimal -cookbook
—— attributes

L— apache2.rb
— metadata.rb
— recipes

L— default.rb

Figure 2: The structure of a minimal Chef
cookbook.

" complex-cookbook

— attributes

L— default.rb

— files

— libraries

— metadata.rb

— ohat

— recipes

L— default.rb

— templates

L— windows-10.0
L config.ini.erb

— test

Figure 3: The structure of a more complex
Chef cookbook.

Listing 1: Recipe

# recipes/default.rb
package ‘apache2' do
version '2.4.43"
action :install

end

# Resource type+package name
# Package version
# Desired action

To make sure creating a new cook-
book does not translate to unneces-
sary work, use the

chef generate cookbook <Name>

command. Because each organiza-
tion has different requirements, the
template for the command can be
customized (e.g., with a centrally pro-
visioned Gem package).

A cookbook always needs to repre-
sent a clearly defined task (e.g., “In-
stall an Apache 2 web server”). The
cookbook’s subtasks are the individ-
ual recipes - for example, installing a
piece of software, configuring it, up-
grading it, or uninstalling it. Inside
the recipes, Chef does away with DIY
scripts and uses Chef DSL to abstract
the system resources (Listing 1).
Besides the package resource, many
recipes also contain the remote_file
(file download), file (definition of
files and, if necessary, their content),
and template (for file templates with
variables and logic) components. Chef
automatically selects the correct proce-
dure depending on the identified plat-
form. When this article went to press,
Chef Infra Client supported a total of
167 different resources across 12 plat-
forms and all major architectures.
However, a cookbook must be able

to respond not only to the platform,
but also to different use cases. To that
end are the automatic data from Ohai
on the one hand and arbitrarily defin-
able attributes that make the behavior
dynamic on the other. Therefore, you
can specify the version of a package,
but a different value can be assumed
if needed. The value here,

# attributes/apache2.rb 2
default[’apache2_version’] = '2.8.1°

Listing 2: InSpec Tests

# test/integration/default/apache2.rb
describe package('apache2') do
it { should be installed }
its('version') { should eq '2.4.43"' }
end

describe port(88) do
it { should be listening }
end
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can be used in recipes or templates
by typing:

node[ 'apache2_version']

Sensitive data like passwords or
certificates can be handled with

the integration of solutions such as
Chef Vault, AWS Secrets Manager, or
HashiCorp Vault.

The highly dynamic nature of
cookbooks, because of different
platforms and the use of attributes
and secrets, places high demands
on quality. Fortunately, Chef offers
a complete ecosystem for testing.
Static code and style analysis is
handled by Cookstyle, unit tests by
ChefSpec, and integration tests by
InSpec. The Test Kitchen tool runs
tests in parallel across multiple
platforms, which makes test-driven
development a breeze.

InSpec in particular plays a key role:
Its tests can be executed completely
independently of Chef (Listing 2).
Once a cookbook has been authored
and tested extensively, it can option-
ally be published in your own Chef
Supermarket or shared publicly with
the community. In Chef, the task that
a node has to perform is defined by
the policy files (Listing 3). They con-
tain the required dependencies, the
order of the recipes to be executed,
the environments (e.g., test), and the
attributes.

The commands

chef install
chef push test uwebserver

resolve all external dependencies and
handle the upload to the Chef Infra
Server. As soon as the admin assigns
a node to this policy by typing

knife node policy set server@dl 2
test webserver

the system is complete, and the Chef
client can be executed.

Outlook

Like any software ecosystem, Chef’s
ecosystem is continually evolving.
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In recent years, the codebase has
been freed from ballast and extended
with useful functions from commu-
nity projects, including, in addition
to dozens of handy helper features
like vmware? or windows_server_20619?,
greatly improved support for Win-
dows and ARM architectures (IoT
devices, Apple M1, etc.).
Additionally, new functions were
added, some of which are still in the
beta phase. An example of this is the
option to write recipes in YAML. At
the moment, however, attributes and
more complex logic are reserved for
Chef DSL. YAML is by no means in-
tended to replace the DSL, but merely
to make it easier to get started or
swap over (Listing 4).

One exciting topic that the develop-
ers have been working on for quite
some time is Chef Infra target mode,
which allows Chef Infra to run with-
out a client installation. Because the
transport layer is modular, it can be
used to address remote nodes not
only over SSH and with WinRM, but
also with AWS Systems Manager,
VMware Tools, or even USB. This
feature, together with the general
extensibility of Chef Infra and the al-
ready implemented remote inventory
through Ohai, provides the ability

to write platform support packs to
configure network devices or even
REST APIs (e.g., Redfish server man-
agement modules). However, official
resources are not planned yet; it is
an option for advanced users and
Chef partners.

Chef adheres to the open source prin-
ciple; any user can contribute sugges-
tions for bug fixes or new features on
GitHub. The developers then discuss
these submissions publicly in weekly
triage meetings. Also on a weekly basis,
they report on progress, releases, and
new features in Chef Community Slack.
Even though open source is now the
driving force behind Chef products,
the solution doesn’t come free. To
coincide with the change in strategy,
Chef changed its licensing model
effective April 2019. For nonprofit
organizations, private persons, edu-
cational purposes, and experiments,
the solution has remained free of
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charge [4]. Commercial use is sub-
ject to a commercial license, which
then includes support. The current
minimum setup for a commercial
license supports 100 nodes, although
Chef-authorized managed service
providers can also offer smaller quo-
tas, including cloud hosting.

For all other purposes, users will
have to be patient: The community
is currently working on its own dis-
tribution called Cinc (“Cinc is not
Chef” [5]), which will be available
later without vendor support, but
free of charge to all. However, the
packages have not yet been released
for production.

Some features (compliance bench-
marks, CIS-certified cookbooks for
hardening, desktop endpoint manage-
ment, and Chef Automate’s Service-
Now Connector) are reserved for the
commercial version [6].

Conclusions

Chef’s client-server architecture
enables decentralized execution of
tasks. The use of HTTPS as a pro-
tocol makes firewall configuration
simple and very secure thanks to
client certificates. The combination
of configuration management, moni-
toring of deployments with Chef
Automate, and integrated compli-
ance checks provides an excellent
overview.

Getting started with Chef is easy
thanks to thousands of cookbooks
and numerous examples on the
Internet, and the documentation is
always up to date and includes code
snippets. Chef DSL makes recipes
easy to understand; Ruby knowl-
edge is rarely needed. Neverthe-
less, the software scales from single
systems to complex cloud environ-
ments. Especially when implement-
ing projects, the close involvement
of the community proves to be a big
plus: New features and bug fixes are
often integrated into official releases
within a week.

One of the main criticisms of Chef

is certainly the need for an agent on
the target systems, which are often
already populated with many other

Listing 3: Policy File

# Policyfile.rb
name 'webserver'
cookbook ‘apache2', '~> 1.0
run_list [
‘apache2::install’

]
default['apache2 version'] = '2.4.43'

# Webserver runs a newer version on test machines
default['test'] = {
‘apache2 version': '1.0.1'

3

Listing 4: Chef DSL vs. YAML

# Chef DSL

package 'apache2' do
action :instal
version '2.4.43'

end

# YAML

resources:

- type: package
name: apache2
version: 2.4.43

background processes. However, the
numerous advantages easily make up
for this shortcoming. ]
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Protecting the production environment

Methuselah

Puppet, the ancient rock of configuration management, is not easy to learn, but the program rewards admins
with flexibility and security for those willing to tackle the learning curve. sy Lennart etz

Puppet is the Methuselah among
solutions for configuration manage-
ment, matured for a proud 15 years
and currently at version 7. In contrast

Listing 1: Resource Declarations

user { 'kermit':
ensure => present,
gid  => 'muppets’,
3

user { 'gonzo':
ensure => absent,

3

group { 'muppets':
ensure => present,

3
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to Ansible, Puppet takes a declarative
approach (i.e., it describes the state of
a resource and not how to achieve it).
Listing 1 declares the kermit account,
which must exist and must belong to
the muppets primary group. A gonzo
user must not exist at the same time.
Puppet must therefore be able to
determine the current state and inde-
pendently change it to the declared,
desired state.

Resource Abstraction Layer

A major role in how Puppet accom-
plishes this task is played by the
resource abstraction layer (RAL).
This core element in Puppet is also

responsible for platform indepen-
dence. To do this, RAL distinguishes
between types and providers. A type
defines the properties of a resource
like a user. These properties include
parameters such as gid, home, or
shell. Each type must have at least
one provider that describes how the
current state is determined and how
the desired state can be achieved.
The provider type is a metaparam-
eter, because it is always available
with every resource.

Figure 1 also shows a package type,
which is used to take care of various
software packages. If more than one
provider is assigned to a type, there is
always a default provider, which can
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Figure 1: Architecture of the Puppet resource abstraction layer (RAL).

differ depending on the platform. For
example, on Red Hat-based systems,
the Yum package manager is the de-
fault for package, whereas Debian de-
rivatives use Apt instead. If you also
wants to manage GEM packages, you
need to specify the provider explicitly.
Providers always use the standard
system tools for their work. To man-
age a service on a RHEL version 7 or
higher, Puppet uses systemct1. The
useradd, usermod, and userdel tools are
for users. Puppet’s behavior always
adapts internally to match the under-
lying system. If you are acting on a
level that abstracts this complexity,
you do not need to adjust, but you

do need to check how a system that
is new to you reacts to the various
requirements.

Develop and Test

Once the Puppet agent is installed on
the target workstation (preferably in a
virtual machine), you need to test the
code - the manifest in Puppet-speak -
with the command:

$ sudo puppet apply ./test.pp
Vagrant [1] has proven its value as a

management framework for virtual
machines (VMs). In addition to fast
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provisioning of test VMs at the com-
mand line, it offers an uncomplicated
option for mounting local directories
as a filesystem on the VM, which
means you can work on your own
workstation with your favorite de-
velopment tools and quickly test the
manifest with puppet apply.

Dependencies

In the context of resources, the order
of processing is of particular impor-
tance in Puppet. A second look at
Listing 1 raises the issue of why the
muppets group is at the end, although
the resource declaration refers to this
group at the kermit section earlier on.
Also, although I just talked about Pup-
pet running useradd on Linux, if you
have ever tried to specify a group that
does not exist on the system with -g
switch when creating a user, you will
know that the attempt throws an error.
Puppet does not process resources ac-
cording to their order in the manifest
but determines the sequence itself.

In doing so, dependencies between
certain resource types are implicit.

In this specific case, this means that
the muppets group must be processed
before the kermit user, which re-
quires you to manage both the group
and the user. Failure to do so will

also cause Puppet to throw an error.
Another example is the relationship
between a file and the directory in
which it resides. If both are in the
manifest, Puppet always takes care of
the directory first.

In addition to implicit dependencies,
there are also dependencies that Puppet
cannot detect. A typical example in the
Unix environment is the sequence for
setting up a service. You have to (1) in-
stall the package, (2) adjust its configu-
ration file, and (3) start the associated
service. If step 3 is done before step 2,
the daemon will run, but not with the
desired configuration. Starting with step
3 results in a fatal error. Both scenarios
could be fixed with a second Puppet
run, but this contradicts the paradigm
of idempotency: The state after one run
has to be the same as after any number
of runs.

The Puppet before and notify meta-
parameters ensure that Puppet ap-
plies its own resource before the
referenced resources. You can use
notify to cause the service to restart
if changes are made to the configura-
tion file, as shown in Listing 2. Con-
versely, require and subscribe have
the opposite effect. The latter detects
changes to the referenced resource
and triggers a restart of its own.

Not every resource type offers a re-
start feature. The resource types that

Listing 2: Puppet apache Class

61 class apache(

62 String $package_name,

03 Stdlib::Absolutepath $config file,
04 String $service_name,

06 Boolean $enable

07 ) {

68 package { $package_nanme:

09 ensure => installed,

16 before => File[$config file],
13

12 file { $config file:

13 ensure => file,

true,

I5 notify => Service[$service_name],
16 3}

17 service { $service_name:

18 ensure => $ensure,

19 enable => $enable,

20 }

21 }

05 Stdlib::Ensure::Service $ensure = ‘running',

14 content => template('apache/httpd.conf'),
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Listing 3: Class Declaration

class { 'apache':
package_name => ‘httpd',
config file => '/etc/httpd/httpd.conf’,
service_name => ‘httpd',

3
Listing 4: Multiple Classes

)
02
03
04
85
06
a7
08
09
10
11
12

25

./apache/manifests/init.pp
class apache(
String $package_nanme,
) {
class { 'apache::install': }
-> class { 'apache::config': }
~> class { 'apache::service': }
contain apache::install
contain apache::config
contain apache::service

./apache/manifests/install.pp

class apache::install {

$package_name = $apache::package_name
if $facts['osfamily'] == 'redhat’ {

package { 'mod ssl':

ensure => installed,

3

3

package { $package name:
ensure => installed,

3

30

do offer one include service and exec.
The exec type lets you run arbitrary
commands or scripts and offers pa-
rameters that help to maintain idem-
potency.

Templates, Functions,
Classes

One of the most important opera-
tions is managing and manipulating
configuration files. Puppet, written in
Ruby, makes use of the Ruby template
engine [2] to assemble the contents
of files dynamically. You call it from
within Puppet by the template func-
tion. Puppet already comes with a
variety of functions out of the box,
but it can also be extended with user-
defined functions.

Listing 2 demonstrates yet another
important construct, the class. A Pup-
pet class groups multiple resources, to
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which actions are then applied jointly.

A class can be used only once per
system or node. If, on the other hand,
you need a separate type of resource
for the application of multiple re-
sources, you can create a defined re-
source for this purpose. In both cases,
the distinction between the definition
and declaration is important. Listing
2 shows a class definition that does
nothing on its own. Only a declara-
tion like that in Listing 3 leads to the
application of the desired actions.

Variables

Classes and defined resources can be
parameterized by variables, which
always use a $ as a prefix. The = op-
erator assigns a value to a variable.
In a parameter list, the equals sign
sets a default. Variables, as shown in
the example, contribute to platform
independence. Paths and names dif-
fer from distribution to distribution.
Although the scope of a variable is
limited to its class, it is possible to
access a variable of another class if
necessary (Listing 4, line 15).

In the context of variables, Puppet
also provides conditions such as
if-else and case to control the flow
depending on the value of a variable.
For example, on a Red Hat system,
for HTTPS on the Apache web server,
you also need the RPM package mod_
ssl (Listing 4, lines 17-21), which
other distributions do not require.
Since Puppet 4, you can and should
typecast parameters to eliminate the
need for validations and to standard-
ize error messages. Two of the types
used in Listing 2 for $config_file
and $ensure are not included in Pup-
pet, but have to be loaded by the
standard library (stdlib) as a module
to extend the language scope.

Modules

In addition to data types, modules
also include functions, classes, de-
fined resources, templates, and much
more, all of which must be located in
certain subdirectories of the module
directory [3] so that Puppet always
finds them (autoloading).

Put simply, a module is a summary
of all the resources needed to config-
ure a piece of software. Puppet Forge
[4] serves as a community portal for
modules. In addition to many mod-
ules from hobbyists, a large number
of professionally maintained modules
can be found here, some from Puppet
itself (e.g., for Apache) or from the
Vox Pupuli project [5].

Each module has its own namespace,
which always corresponds to its
name. Class or defined resource
names start with the module name;
the same applies to data types (see
Listing 2). Listing 4 shows the ap-
proach to further subdivide a class

in a module by dividing the tasks
into installation, configuration, and
service.

The arrows between the class declara-
tions are an alternative notation for
setting the order, wherein -> corre-
sponds to a before and ~> to a notify.
Therefore, each resource of one class
is processed before those of the other.
The opposite case also exists. Any re-
source that needs to trigger a service
restart when a change is made goes
into the apache::config class, and
only the resource affecting the service
goes after apache::install. Now you
only have to consider the dependen-
cies of resources within the respective
class.

The contain statement lets you de-
clare classes whose resources also
belong to the parent class, unlike
include, and is the only way to make
sense of a dependency definition
(e.g., for the apache class) [6]. Idem-
potency allows a declaration with
class and then another with include
or contain, but not vice versa.

As you will see later, these modules
are a major strength of Puppet. First,
however, look at how Puppet commu-
nicates with the systems to be con-
figured in the first place and decides
which resources belong to which host
with which parameters.

The Configuration Cycle

The controlling centralized server is
called the Puppet master. On each
of the servers to be configured (the
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configura-
tion man-
agement
database
(CMDB).
Puppet
compiles
the manifest
of classes,
variables,
templates,
and re-
sources de-
termined in
this way on
the server to
create a cat-
alog. It does
not contain

additional
Figure 2: The data flow while processing a Puppet run. classes,

templates,
nodes), you then install a Puppet or variables and is sent back to the

agent, which runs as a daemon and
connects to the master every 30
minutes (configurable). This TLS-
encrypted connection is authenti-
cated by a certificate on both sides.
The master usually also assumes the
certification authority (CA) role for
certificate management.

After the connection is established,
the agent transmits the facts it has
determined to the server (Figure 2),
which are then available there as
variables in a scope superordinate

to the classes, the top scope. Facts
contain important information about
the type and version of the operating
system (e.g., Listing 4, line 17), the
hardware, mounted filesystems, or
the content of custom facts.

The server uses the facts to determine
the manifest for the querying node.
This information can reside on the
server as:

node "certname.node.one" {
include role::cms

node "certname.node.tuwo" {
include role::uebserver

3

In most cases, though, it is obtained
over an interface from an external node
classifier (ENC) such as Foreman or a
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agent.

The agent receives the desired state
for its node in the form of the catalog,
uses the RAL to check the current
state of resources contained in the
catalog, and if necessary, converts
them to the desired state. Finally, the
agent sends the log of this Puppet
run as a report to the master, which
passes it on with a corresponding
handler. Possible destinations for a
report include logfiles, PuppetDB, or
Foreman.

Maintaining Your Code

Your code, which will usually be a
mixture of your own modules and
many upstream modules from Pup-
pet Forge, is best maintained in a Git
repository. The default is to run a
control repository that stores a list of
modules (in the Puppetfile file) along
with the module versions to use.
These modules can come from the
Forge or from other Git repositories.
Self-written or patched upstream
modules are usually maintained in
the same Git as a separate repository
with their own versions. If you don’t
use an ENC, the control repository in
manifests/site.pp contains the dec-
laration of the individual nodes, as
defined above.

In a branch of the control repository,
you can store other module versions,
such as newer, untested versions.
When you push them into one of the
branches, the riek software [7] (in
the puppet-bolt package) assembles

a separate Puppet environment on
the server from each branch and the
information about modules there.
The ENC controls which environment
the agent requests. In this way, any
number of different test scenarios
can be set up and tested extensively
before being transferred to produc-
tion. A push into a Git repository
belonging to the module also triggers
an ri0k call, which then only updates
the version of the module - but in all
environments. Admins typically refer
to these as tagged versions, branches,
Or commits.

The integration of r10k with a Git
and the necessary hooks are not part
of the open source variant of Puppet
but can be easily replicated by experi-
enced admins.

Hiera: Separating Code and
Data

Hiera also is usually maintained
directly in the control repo. This
hierarchical key-value store queries

Listing 5: Defining a Hiera Hierarchy

version: 5
defaults
datadir : data
data_hash: yaml_data
hierarchy:
- name: 'Node specific'
path: 'nodes/%{trusted.certname}.yanml’
‘Operating System Family'
path: '#{facts.os.family}.yaml"
- name: ‘common'

path: 'common.yaml'

- Name:

Listing 6: Hiera Files for Red Hat and Debian

$ cat ./data/RedHat.yanml
apache::package_name: httpd
apache::config_file: /etc/httpd/httpd.conf
apache::service_name: httpd

$ ./data/Debian.yanl

apache::package_name: apache2
apache::config_file: /etc/apache2/apache2.conf
apache::service_name: apache2
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its dataset according to search pa-
rameters. The idea is to determine
different values for $package_nanme,
$config file, and $service_name on
different platforms (e.g., for the code
in Listing 2), depending on what the
agent submitted and using facts as
the operating system.

To do this, first store a hierarchy in
the hiera.yanl file in the control re-
pository (Listing 5). In the simplest
case, the data is also in YAML format
in the control repository - in . /data/.
Puppet’s automatic parameter lookup
feature automatically performs a
Hiera lookup for values for its param-
eters each time a class is declared.
The names of the keys in Hiera must
match the namespace of the respec-
tive class (Listing 6).

Because a value assignment can also
be a declaration or a set default, the
question arises as to the order of
evaluation. The default is considered
the weakest link in the chain only if
neither an explicit declaration was
made nor a Hiera lookup returns a
value. The assignment in a class
declaration is strongest, leaving the
place in the middle for the automatic
parameter lookup.

The lookup parameter allows a class
to be declared with include or con-
tain, as long as the lookup provides
a value for the parameters (e.g., with
include apache). Although it can
override defaults, it does not neces-
sarily have to. Hiera can also be run
within a module, but it only stores
key-values for the namespace of the
module itself. All values there can be
overwritten again in the Hiera envi-
ronment of the control repository if
necessary.

More Dependencies

Some dependencies between re-
sources are not limited to just one
host. A web cluster with an upstream
load balancer can only accept a new
cluster node once it has been con-
figured. Puppet supports exported
resources for such a case. Cluster
membership is declared as such an
exported resource for the new cluster
node, but instead of applying it there,
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the master stores it in PuppetDB.
During the next Puppet run on the
load balancer, all cluster members,
including the new one, are entered
into the configuration there and the
cluster then has a new, functional
member. In the manifest for the load
balancer, this is done by a collector
that queries PuppetDB on the server
for appropriate resources and passes
them to the agent in the catalog. The
otherwise optional PuppetDB is there-
fore a mandatory requirement for
exported resources.

Roles and Profiles

Dependencies, especially those
limited to one host, quickly led to
problems in the early days of Puppet.
The desire to maintain an overview
and not get tangled up in dependen-
cies led to the concept of roles and
profiles.

Modules are divided into three levels.
The lowest are the component mod-
ules, which generically take care of
configuring software. They can be ob-
tained to a large extent from Puppet
Forge. Component modules only take
care of specific software - the Apache
module should only take care of the
web server and not handle log rota-
tion or firewall configuration, which
are done by separate component
modules.

At the second level, the implemen-
tation layer, individual classes of a
module bring together the required
component modules. You have to cre-
ate the corresponding profile module
yourself, in which you merge the
configuration for log rotation and the
firewall configuration for your own
web server, for example.

Classes on both levels can use pa-
rameters and be configured by Hiera.
In the role, which is the top layer,
you can only declare profile classes
following the strategy. For example,
the CMS summarizes the profiles for
web server, application and database
as a role. Such a class of the role
module is also referred to as a busi-
ness class or role.

This abstraction drastically reduces
dependencies between resources

that need to be defined, and re-
ported dependency cycles occur far
less frequently.

What Puppet Can't Do

Puppet is designed for configuration
management, not for managing or
updating software. Resources of type
package can be fixed to a version of
the package, which could change in
the course of the time, although it
should be avoided if possible. Besides
the inevitable problems with package
managers, difficulties with down-
grades occur with version jumps.

If something like this is allowed to
happen, you might find Puppet at-
tempting a downgrade during the
next general system update. The clear
recommendation is to establish some
kind of software management like
Spacewalk or Satellite or Foreman/
Katello to provide different software
states in different versions of the soft-
ware repositories.

Because Puppet uses an asynchronous
approach, it is also not suitable as an
orchestration tool (e.g., in contrast to
Ansible) to execute tasks simultane-
ously. One typical example is updates
or reconfigurations on cluster nodes,
for which Ansible is better suited.
However, if you are already using Pup-
pet, it is worth taking a look at Puppet
Bolt [8], Puppet’s orchestration tool.
Bolt works with tasks that can be writ-
ten in any language and includes Pup-
pet; then, you benefit from the RAL. In
this way, the same code can be used
across platforms.

Infrastructure and Scaling

Puppet requires a not inconsiderable
infrastructure for professional use.
You need the Puppet server includ-
ing a CA, a controlling Git with r10k,
optionally some kind of software
management, and a GUI for reporting.
Additionally, you implement Pup-
petDB as an application with a Post-
greSQL database if you need exported
resources.

I mostly use Foreman for reporting and
ENC, extended by the plugin Katello
for software management, which also
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requires a PostgreSQL server. A Pup-
petDB is therefore a good choice and
does not cause much additional work.
Moreover, you need GitLab Commu-
nity Edition as a Git with a GUI for
integrated issue management.

A Puppet server can serve around
500 hosts. If more, Puppet scales very
well horizontally: Additional Puppet
servers that also compile catalogs can
be integrated easily.

Conclusions

Puppet is complex, heavyweight,
and not easy to learn. However,
once mastered, it proves to be flex-
ible and secure. The many modules
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maintained on Puppet Forge are a
massive advantage. They usually
also require a training period but
leave hardly any wishes unfulfilled.
Puppet protects its own production en-
vironment with established processes.
However, this also means saying good-
bye to the idea that you can quickly
write code for it. The code has to be
tested conscientiously and transferred
to production via staging. Configuration
parameters for managed applications
do not require such tests and can be
easily adapted in Hiera. [
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SaltStack is a fast and reliable *)dular toolbox written in Python that containSready-made modules for
many configuration management purposes. sy Robin Wittler and Tobias Jahnke

In 2013, we were faced with a move
to a new data center, combined with
a change in infrastructure - away
from classic bare-metal servers to
well-dimensioned virtual machines
(VMs). Until then, Puppet was used
for configuration management, which
brought with it many architecture-re-
lated problems and shortcomings. On
the other hand, not all Puppet mani-
fests could be immediately replaced,
which is why the only solution was
one that could be used in parallel.
After some comparisons, the decision
was made to go with SaltStack, which
even then came with its own Puppet
module, allowing us to control Puppet
from within SaltStack. Additionally,
SaltStack (Salt for short) impressed
with its modular architecture and
high speed. Where Ansible and Chef’s
runtime was often unpredictable,
SaltStack reliably delivered results af-
ter just a few seconds - regardless of
whether it served 10 or 100 hosts. For
example, load testing of the then-new
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platform was done with 300 Amazon
Web Services (AWS) VMs rolled out
by Salt Cloud in a matter of minutes.
SaltStack can be run in many ways:
from the classic server-client archi-
tecture - master-minion in Salt par-
lance - to a serverless mode (master-
less). SaltStack also demonstrates
flexibility when it comes to the
question of connectivity. It supports
ZeroMQ, SSH, or a plain vanilla TCP
mode (e.g., TLS). Proxy modules can
also be used to connect systems that
do not support SSH or Python. The
proxy module then translates the Salt
syntax into commands compatible
for the target system.

SaltStack enables this versatility by
using a modular design from the
start. Whether it is a matter of de-
scribing desired states, establishing
connections, performing actions, or
displaying outputs: Everything is
modular, interchangeable, and ex-
pandable. Many useful default set-
tings are configured, and the admin

can simply get started without any
serious configuration overhead.
Many an admin never gets to see the
depths of the modular building block.
If demand increases and you are
looking for time-based schedulers or
REST APIs, you will find them all in
SaltStack’s scope of delivery. Whereas
other automators have to rely on third-
party solutions (or build around other
tools), the Salt documentation suc-
cinctly explains how these tasks can
be solved with just a few lines. The
advantage is that the same terminol-
ogy is always used and configurations
are made in a familiar format - simply
as another feature from the construc-
tion kit you combine and apply.

Setup

The usual SaltStack installation [1]
comprises the master-minion-ZeroMQ
variant. A Salt master is the instance
that controls everything, sending the
commands and receiving the results.

WWW.ADMIN-MAGAZINE.COM
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It distributes the state and execution
modules and other files to the minions
with a built-in file server (saltfs).

The Salt minion acts as a client and
receives instructions from the master
that are processed by executing state
and execution modules and delivering
information and results to the master.
More complex setups involve multiple
master servers running in different
zones, each controlling their own
minions. These zone masters can in
turn be controlled by a higher level
master. However, describing such a
configuration is beyond the scope of
this article.

Assume an instance on a private net-
work that runs a Salt master process.
This instance has the hostname salt,
which can be resolved by DNS. Two
more instances are named minion@1
and minion@2. A Salt minion is al-
ready installed and running on them,
and no configurations differ from the
default.

When a minion starts, the first thing
it does is look for its master. If the
configuration does not specify oth-
erwise, then the minion performs a
DNS lookup for the name salt and
attempts to connect to port 4505
(publisher port) of the address it
finds. An unregistered minion then
sends its public key to the master
and asks to be registered. On the
Salt master, you can list these keys
and then check that both minions
can be reached:

# salt-key 1ist
Accepted Keys:
Denied Keys:
Unaccepted Keys:
minion@l
minion@2
Rejected Keys:
# salt 'minion@*' test.ping

With the command

salt-key --accept minion@*

the master accepts the minion81 and
minion82 public keys, which are un-
der its control from this point on.

If everything goes well, the output
acknowledges the minion name with
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True (i.e., the minion can be reached
and controlled).

Targeting

To trigger an action on a minion,

you need to know how to filter and
address a specific instance from the
minion list. In the default setup, this
does not require static or dynamic
host lists: The Salt master knows
which minions are registered with it,
and you can always build complex
queries to address them. For example,
to see the Togrotate configuration file
of all Debian hosts with two x86_64
CPUs and 4GB of RAM named minion
plus two numbers at the end, you run
the command:

# salt -C "GQos:Debian
and G@num_cpus:2

and G@cpuarch:x86 64
and G@mem_total: 4096
and E@minion\d{2,}"
logrotate.shou_conf

The information provided by the
minions is referred to as grains in Salt-
speak, and they appear with the prefix
G@. Grains provide details about net-
work interfaces, RAM, CPUs, the virtu-
alization used, or other similar informa-
tion. In the example, the master filters
the grains by the keys os, num_cpus,
cpuarch, and mem_total. Additionally,
the minion\d{2, } regular expression
introduced by E@ finds all hosts match-
ing the desired naming scheme (i.e.
minion@1, minion@2, etc.). The shou_conf
command from the logrotate module is
then executed on these hosts.

If you regularly use such target filters,
you can also store them in a YAML
structure and reuse them as a node-
group, which you call with:

# salt -C "N@groupl" logrotate.shou conf

Nodegroups are even allowed to refer-
ence each other.

For example, nodegroup. conf could
reference group2 and extend group!
with the condition that the init system
must be systemd. In turn, the group3
node group could reference group2
and add a query that only finds hosts

on the 10.10.10.0/24 network. Further
possibilities and a detailed explana-
tion of the syntax can be found in the
Salt documentation; just look for the
key word Targeting [2].

States

Salt typically uses state descrip-
tions (states) to install packages

or change configurations. States
provide the description of a desired
state, which can be an installed
package or a file that must exist
with certain content and defined
permissions on the target system.
These states transparently call the
appropriate execution modules
(e.g., the aforementioned logrotate
module) in the background, which
then do the actual work. States are
usually defined in YAML format, but
they can also be designed variably
and dynamically with the Jinja2
template engine. SaltStack also
accepts other formats for state de-
scriptions, including JSON, Python,
or its own domain-specific language
(DSL), PyDSL [3].

A shebang-style line can be used to
override the default renderer dynami-
cally, and you can even form renderer
chains. The shebang

#! gpg | jinja | yaml

tells SaltStack to render the state first
with GNU Privacy Guard (GPG), then
with Jinja2, and finally as YAML.
The GPG renderer searches the GPG
keyring for the private key to match
the public key used here; it encrypts
and decrypts the string in memory.
After that, the Jinja2 and finally the
YAML renderer process the docu-
ment. Basically, the default shebang
is #! jinja | yaml.

For a state that installs the iotop pack-
age, save the content

Ensure that the iotop package is 2
installed:
pkg.installed:
- name: ijotop

in the /srv/salt/demo_state.sls file.
The command
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Figure 1: Astate. apply call to install a software package.

# salt 'minion@l' state.apply demo_state

tells Salt to establish the appropriate
state on minion@1 [4]. The output will
look like Figure 1. To get an output
format that can be fed to a shell or
Python script, add --out json to the
command.

Usually you will want to apply a
whole set of states to one or more
hosts. Instead of calling state.apply
several times (which is possible),

it makes more sense to create a file
named /srv/salt/top.sls with the
content

base:
‘minion@l':
- demo_state

that defines an environment (base), a
target (minion@1), and a list of states

minion@l:
mappings:
apache2:
Debian
pkg_name:
apache2
Srv_name:
apache2
RedHat:
pkg_name:
httpd
Srv_name:
httpd

Figure 3: The pillar data assigned to
minion01.
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to be applied
(demo_state).
In the Salt world, the whole thing
is then abstractly known as a
highstate that can again be rolled
out with state.apply, but without
specifying explicit states. The out-
put (Figure 2) is similar to that of
the previous command, but with
minor changes: The runtime of the
highstate is far shorter, the Changes
section is blank, and the Comment
tells you that the iotop package is
already installed.

Data Structures

In addition to grains that the min-
ions send to the master, pillars are
the data that the master sends to
specific minions. These data struc-
tures can be used to define variables
for templates, to store GPG-en-
crypted secrets, or to define simple
mappings that abstract operating
system-dependent differences.

miniong@1l: minion®l:
Ihe Rmeurs Tt Lhe dntos e 5 dasbelled ID: Ensure that the iotop package is installed
Function: pkg.installed - ti ;e Snitat L
Name: fotop unction: pkg.installe
Result: True Name: iotop
Comment: The following packages were installed/updated: iotop Result: True
Started: 16:03:57.874261 Comment: ALl specified packages are already installed
Duration: 2166.466 ms Started: 16:12:83.978484
Changes: Duration: 22.775 ms
""""" Changes:
iotop
new: Summary for minion8l
B.6-24-g733f3f6-2 | |===m=ss====-
old: Succeeded: 1
Failed: 8
Summary for minioner. .| | ececcccaamaaa
"""""" Total states run: 1
Succeeded: 1 {changed=1) Total run time: 22.775 ms
Failed: 2]
Total states run: 1 Figure 2: A highstate job that processes a list of states.
Total rum time: 2.166 s

The first step is to create the /srv/pil-
lar/mappings.sls file with the content:

mappings:
apachez:

Debian:
pkg_name: apache?
Srv_name: apache?

Red Hat:
pkg_name: httpd
srv_name: httpd

Now you need to assign the pillar data
to specific minions by creating a top file
in /srv/pillar/top.sls with the content:

base:

L

- mappings

The following commands then update
the pillars, and the pillar data is re-
trieved from minion@1:

# salt 'minion@l' saltutil.pillar refresh
# salt "minion@l" pillar.items

{%

grain="'os Tamily'
)
%}

pkg.installed:

service. running:

set apache2 = salt['grains.filter by']{
salt|'pillar.get’']{ 'mappings:apache2'),

Ensure that the apache2 Package

- name: {{ apachez.pkg name

Ensure that the apachez Service

- name: {{ apache2.srv_name

As a result,
you now see all
pillar data as-
sociated with
minion@l (Fig-
ure 3).

If needed, you
can also retrieve
}} only subsets of
the pillar data.
To retrieve only
the data for

}} the mappings:
apache2:Debian

is installed:

is running:

Figure 4: Another state file for Apache2.

namespace, use:
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# salt "minion@l" pillar.get 2
"mappings:apache2:Debian"
minion @1:
pkg_name:
apache?
srv_name:
apache?

This command now allows reconcili-
ation of differences in package names
for Apache2 on Debian- and Red Hat-
based distributions. Another state file
in /srv/salt/apache2.sl1s (Figure 4) is
used for this purpose.

Now add the following lines to the
file /srv/salt/top.sls:

base:
‘minionl':
- demo state
- apache2

A state.apply command returns the
information in Figure 5, which shows
that the iotop package is set up,

some Apache2 packages have been
installed, and the Apache2 service is
already running.

Because of the mapping in the pillar
data, the pkg.installed and service.
running calls were automatically given
the correct names. In other words, the
same description works under both
Debian derivatives and Red Hat offshoots.

A Look into the Future

In October 2020, VMware acquired Salt-
Stack, whose future now seems more
secure than ever. VMware said it wanted
to expand its automation capabilities
and use Salt for its multicloud strat-
egy. However, one could also imagine

a VMware tool package that includes a
Salt minion and can be orchestrated by

WWW.ADMIN-MAGAZINE.COM
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a future vSphere version. In this way,
you could create templates in vSphere,
install the operating system packages,
and keep them up to date. [

Info

[1]1 Salt installation: [https://docs.saltproject.
io/en/latest/topics/installation/index.
html#installation]

[2] Targeting:
[https://docs.saltproject.io/en/master/
topics/targeting/index.html]

[3] Renderers:
[https://docs.saltproject.io/en/latest/ref/
renderers/index.html]

[4] Modules:
[https://docs.saltproject.io/en/latest/ref/
modules/all/salt.modules.state.html]

All specified packages are already installed

ID: Ensure that the apache2 Package is installed

The following packages were installed/updated:

minionB1:
ID: Ensure that the iotop package is installed
Function: pkg.installed
Name: iotop
Result: True
Comment:
Started: 19:34:50.669927
Duration: 23.199 ms
Changes:
Function: pkg.installed
Name: apache2
Result: True
Comment ;
Started: 19:34:50.693675
Duration: 5423.856 ms
Changes:
apache2:
new:
2.4.38-3+deblbu4d
old:
apache2-bin:
new
2.4.38-3+deblBud
old:
ID: Ensure that the apache2 Service is running
Function: service.running
Name: apache2
Result: True
Comment: The service apache2 is already running
Started: 19:34:56.134721
Duration: 48.462 ms
Changes:
Summary for minion@l
Succeeded: 3 (changed=1)
Failed: 2]
Total states run: 3
Total run time: 5.487 s

apache2

Figure 5: Output of the state.apply command.
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. TOOLS Docker and iptables

Controlled container communication

Return to Sender

Tune the iptables configuration for Docker by establishing your own forwarding rules. sy watthias wibbeling

Docker enables the configuration

of virtual networks and, for its part,
makes extensive use of iptables on
Linux to configure network commu-
nication between the containers, the
host system, and remote computers.
However, if you want to secure run-
ning containers, it is not enough to
just look at the host’s INPUT chain
and filter incoming traffic.

As a firewall administrator, you might
know the feeling when you have
added a filter rule to your ruleset and
realize afterward that it does not serve
the intended purpose. Iptables as a
packet filter is still the tool of choice
on Linux systems. However, automati-
cally added rules (e.g., those created
by the Docker daemon) always lead
to side effects in manually or semi-
automatically created rulesets. The
bigger security problem, however,
arises when a rule is supposed to filter
incoming packets, but it is not taken
into account when packets for Docker
containers are received.

Tables and Chains

The basic organization of filter rules
in iptables is easy to explain. The
three best-known tables are filter,
mangle, and NAT. The filter table is
used mainly to create those rules that
make up a packet filter. The mangle
table lets you specifically manipulate
the fields of the IP header and mark
the packets in the kernel to identify
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them in other rules when passing
through the iptables chains.

Within the NAT table, you define rules
to perform address translation for the
packets during packet forwarding. On
your home router, for example, you
can use the NAT table to send packets
from your private network area to the
Internet and to reassign received pack-
ets to the corresponding computers on
your private network.

The raw and security tables are used far
less frequently and provide functional-
ity to prevent connection tracking or to
mark packets in SELinux contexts.
Each of the five tables have different
rule chains that are run through in
sequence from top to bottom until a
rule is applied to the checked pack-
age. In addition to fixed chains, users
can define additional chains that are
mainly used to structure and order
rules and to facilitate the automated
creation and modification of rules.

Rules for Docker

The Docker daemon, which is a man-
datory prerequisite for Docker con-
tainer virtualization, already creates its
own chains and rules at startup. With-
out a running container, however, they
are only the substructure for ordering
the rules that are later created auto-
matically. As you can see in Figure 1,
the following four chains are created
in the filter table: DOCKER, DOCKER-
USER, DOCKER-ISOLATION-STAGEI1,

and DOCKER-ISOLATION-STAGE2.
With the exception of the DOCKER-
USER chain, you should not change
these chains, if possible.

Docker uses a virtualized network
with its own interface, normally
named docker0. Rules are used in the
FORWARD chain for forwarding pack-
ets on this interface to the running
containers. Docker uses private IP ad-
dresses from the range 172.16.0.0/20
for the interface and the containers.
To enable network access of the host
system from the containers, corre-
sponding rules with source and destina-
tion NAT are created in the NAT table
for each container. With these rules, the
container communication works in all
directions, as well as between contain-
ers. If you create a separate network

for your containers, Docker creates a
separate bridge interface for each of
these networks and then automatically
extends the filter rules with correspond-
ing rules for the bridge interfaces.

Pitfalls

Changes to the rules and chains in
the iptables filter tables can some-
times cause your containers to
become unreachable. Therefore, ipt-
ables is always one of the first places
to go in case of container network
problems. Depending on how you
manage your own rules, you might
use the -F option to flush the tables
or individual chains in them before
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creating them. After a flush, your
Docker containers are isolated from
the outside world and from each
other, as expected. Before you try to
read the automatically created rules
in their tools and reinstate them after
a flush, restart the Docker daemon to
help you recover sensibly.

Generally, to prevent access to services
on your computer, you usually want to
create rules in the INPUT chain of the
filter table. At best, you set the policy
of this chain to DROP and release indi-
vidual ports or protocols as required.
You will quickly notice that your
container services are still accessible
from the outside despite this measure.
Attempts to set iptables rules inside
the containers usually fail because of
missing permissions. You could start
your Docker container in privileged
mode for additional capabilities, but
for various reasons, this step is not de-
sirable, at least not for every container.
If you want to restrict access to a
container’s services from the outside,
you need to create additional rules

in the FORWARD chain. However,
although Docker leaves the INPUT
and OUTPUT chains untouched, it
uses the FORWARD chain very often
and quite recklessly. Because Docker
always places itself at the top of the
chains, these rules are applied first;
the manual rules then sometimes slip
further and further down the chain -
and are no longer considered at all in
some cases as a consequence.

WWW.ADMIN-MAGAZINE.COM
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Docker offers the DOCKER-USER chain
for your own rules. Take another look
at the rules in Figure 1. There, you can
see that this chain is checked before
the other rules listed in the FORWARD
chain. Your big chance to enter your
filter rules is here.

In the following discussion, I assume
that you are running a container with
its own virtual network (i.e., with a
randomly named bridge). If you now
want to prevent access to port 443 of a
container on this network, for example,
you first need to find out which bridge
is assigned to the virtual network:

docker network Tlist

If you look for the name of the net-
work, the network ID will come

first in the entry. By default, Docker
names bridges br- < networkID > . You
can output an overview of all bridges
with the

brctl show

command. To discover the Docker-
assigned address range of the bridge,
use ifconfig and pass in the name of
the bridge as an argument:

ifconfig br-2881bel3f7f9

Now you can further restrict access to
this network from outside. The follow-
ing command prevents access to the
MySQL database inside the network:

iptables -I DOCKER-USER 2
-0 br-2881bel3f7f9 2
p tep ?
--dport 33086 2
-j DROP

Of course, you can also allow or pre-
vent access to individual services for
the virtual networks on the basis of
the individual IP addresses of your
containers, as long as you have as-
signed them static IP addresses.

If you need other rules for forward-
ing packets for your host system,
independently of Docker, your best
approach is to use the DOCKER-
USER chain here, too. Although
Docker is unlikely to filter out
packets that are not addressed to
containers, your own rules in the
DOCKER-USER chain are always
executed before any others and ap-
ply not just to targets in Docker
containers.

Conclusions

Network configurations in Docker
environments can be quite complex.
Configuring settings manually is
anything but advisable for admins.
Because most containers are also
network-isolated, the classic input
and output rules on the host do not
apply. In this article, I showed you
how to protect your Docker contain-
ers reliably while establishing your
own forwarding rules. [
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HTTP Versions

HTTP/2 introduced multiplexing, resulting in superior bandwidth utilization over HTTP/1.1, and HTTP/3 solves the
problem of transmission delays from packet loss by replacing TCP with QUIC. sy sandro Lucifora

The Hypertext Transfer Protocol
(HTTP) no longer just serves as the ba-
sis for calling up web pages, it is also the
basis for a wide range of applications.
The best known version, which is still
used on most servers, is HTTP/1.1 -
even though HTTP/3 has already been
defined. In this article, I look at the his-
tory of the protocol and the practical dif-
ferences between versions 1.1, 2, and 3.
The foundation for today’s Internet
was laid by British scientist Tim
Berners-Lee in 1989 while working at
CERN in Geneva, Switzerland. The
web was originally conceived and
developed to meet the demand for

an automated exchange of informa-
tion between scientists at universities
and institutes around the world. As

a starting point, scientists relied on
hypertext, which refers to text with a
web-like, dynamic structure. It differs
from the typical linear text found in
books in that it is not written so that
readers consume it from beginning to
end in the published order. Especially
in scientific works, authors work with
references and footnotes that point
and link to other text passages.
Technically, hypertext is written in
what is known as a markup language,
which in addition to design instructions
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invisible to the viewer also contains hy-

perlinks (i.e., cross-references to further

text passages and other documents in

the network). Hypertext Markup Lan-

guage (HTML) has become established

on the Internet.

Starting with hypertext, scientists

created HTTP, now used millions

of times a day. The goal was to ex-

change the hypertext in the HTML

markup language with other comput-

ers, for which a generally valid proto-

col was required. Today’s Internet can

be summarized in four points:

B The text format for displaying hy-
pertext documents (HTML)

B Software that displays HTML docu-
ments (the web browser)

B A simple protocol for exchanging
HTML documents (HTTP)

B A server that grants access to the
document (the HTTP daemon,
HTTPD)

Single-Line Protocol
HTTP/0.9

The original version of HTTP had no
version number. To distinguish it from
later versions, it was subsequently
referred to as 0.9. HTTP/0.9 is quite
simple: Each request is a single line

and starts with the only possible
method, GET, followed by the path to
the resource (not the URL because
naming the protocol, and the server,
and the port for connecting to the
server are not required):

GET /it-administrator.htnl

The response to the GET command
also was quite simple and contained
only the content of the one file:

<HTML>

IT Administrator -- practical knowledge 2
for system and network administration

</HTML>

This forerunner of today’s protocols
did not yet support HTTP headers,
which means that only HTML files
could be transmitted and no other
document types - also, no status or
error codes. Instead, in the event of

a problem, the server sent back an
HTML file that it generated with a de-
scription of the error that occurred.

First Standard: HTTP/1.1

In 1996, a consortium started work-
ing on the standardization of HTTP

WWW.ADMIN-MAGAZINE.COM
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Listing 1: Opening a Page

GET /trainings HTTP/1.1
Host: www.it-administrator.de

Accept-Language: de,en-US;q=08.7,en;q=0.3
Accept-Encoding: gzip, deflate, br

HTTP Versions TOOLS .

User-Agent: Mozilla/5.8 (Windous NT 10.8; Winé4; x64; rv:79.0) Gecko/20100181 Firefox/79.0
Accept: text/html,application/xhtmi+xml,application/xml;q=6.9,image/uebp,*/*;q=0.8

Referer: https://uwu.it-administrator.de/trainings/

in version 1.1 and published the first

standard in early 1997 (RFC 2616),

which can still be read in today’s ex-

tended version from June 1999 [1]. In
the meantime, the Internet Engineer-
ing Task Force (IETF) had also taken
over centralized work on the defini-
tion of HTTP. RFC 2616 cleared up
ambiguities and introduced numerous
improvements:

B A connection can be reused to save
time and reload resources.

B Pipelining allows a second request
to be sent, even before the server
has fully transmitted the response
for the first, which can reduce la-
tency in communication.

B Chunked transfer encoding is the
transfer of data with additional in-
formation that allows the client to
determine whether the information
it receives is complete.

B Additional cache control mecha-
nisms were added.

B For the sender and receiver to
achieve the best compatibility, they
perform a handshake, in which the
server and client negotiate certain
fundamentals to establish the best
basis for communication.

B The host header introduced here is
groundbreaking and still indispens-
able today, for the first time allow-
ing the server to store different do-
mains under the same IP address.

The host header is absolutely crucial

for today’s Internet. Without this

definition, set out in RFC 7230 section

Listing 3: Host Header

GET /img/intern/ita-header-2620-1.png HTTP/1.1

Host: wuww.it-administrator.de

Accept: */*
Accept-Language: de,en-US;q=08.7,en;q=0.3
Accept-Encoding: gzip, deflate, br

5.4 [2], it would be impossible today
to provide a large number of Internet
sites on a single server. Each Internet
site would need its own HTTP dae-
mon and its own server. For a server
to manage multiple domains under
the same IP address, HTTP/1.1 makes
it mandatory to send the desired
host with the GET request, as well.
For example, a GET request for http://
www.it-administrator.de/pub/WWW/
would be:

GET /pub/WWH/ HTTP/1.1
Host: www.it-administrator.de

If this header is missing, the server
must respond with the status 400 Bad
Request by definition. To open the
page https://www.it-administrator.
de/trainings/, the browser sends the
header, as shown in Listing 1. The
server first responds with a status
200, which signals to the client that
its request is being processed without
errors, and then adds further infor-
mation (Listing 2) followed by the
content of the requested page. When
requesting an image, the host header
looks slightly different (Listing 3),
and the server responds as in List-
ing 4, followed by the image with
the previously announced size of
32,768 bytes.

In contrast to the text/html content
type, the browser receives two addi-
tional pieces of information: Age tells
the client how long the object has

User-Agent: Mozilla/5.@ (Windows NT 10.8; Winé4; x64; rv:79.8) Gecko/26160101 Firefox/79.0

Referer: https://uwu.it-administrator.de/trainings/

Listing 2: Adding Chunked Data

200 0K

Connection: Keep-Alive

Content-Encoding: gzip

Content-Type: text/html; charset=utf-8

Date: Wed, 16 Jul 20208 10:55:38 GMT

Etag: "547fa7e369ef560831dd3bff2ace9fc@832eb251a"
Keep-ATive: timeout=5, max=1000
Last-Modified: Tue, 19 Jul 2620 11:59:33 GMT
Server: Apache

Transfer-Encoding: chunked

Vary: Cookie, Accept-Encoding

been in the proxy cache, and Cache-
Control tells all the caching mecha-
nisms whether and how long the ob-
ject may be stored. Armed with this
information, servers can ensure that
files such as images, which usually
do not change, are loaded from the
local cache of the browser and not
retrieved from the server.

Faster Transmission with
HTTP/2

Thanks to the flexibility and extensi-
bility of HTTP/1.1 and the fact that
the IETF extended the protocol with
two revisions - RFC 2616 was pub-
lished in June 1999 and RFCs 7230-
7235 in June 2014 - it took 16 years
until the IETF presented the new
standard HTTP/2.0 to the public as
RFC 7540 [3] in May 2015.

The main purpose of HTTP/2.0 was
to speed up the Internet and the
transmission of data. Compared with
the early days, web pages have be-
come complex and are no longer pure
representations of information, but
interactive applications. The number
of files required per page and their
size have increased. As a result, sig-
nificantly more HTTP requests are
necessary. HTTP/1.1 connections

. Listing 4: Server Response

200 0K

Age: 9578461

Cache-Control: public, max-age=315360000
Connection: keep-alive

Content-Length: 32768

Content-Type: image/png

Date: Wed, 8 Jul 2026 16:55:34 GMT
Last-Modified: Tue, 19 Jul 2620 11:55:18 GMT
Server: fipache

WWW.ADMIN-MAGAZINE.COM
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must send requests in the correct
order. Even if several parallel connec-
tions can theoretically be opened, it is
still a not inconsiderable complexity
of requests and responses.

Google and Microsoft

As early as the beginning of the
2010s, Google presented an alterna-
tive method for exchanging data
between client and server with the
SPDY protocol, which defined an in-
crease in responsiveness and solved
the limitation of the amount of data
to be transferred. In addition to SPDY,
Microsoft’s development of HTTP
Speed + Mobility also served as the
basis for today’s HTTP/2 protocol.
One major change from HTTP/1.1

is that it is a binary protocol, com-
pared with the previous text-based
protocol. Therefore, HTTP/2 can no
longer be read or created manually.
It also compresses the header. Be-
cause the header is similar for most
requests, the new protocol combines
them, preventing unnecessary dupli-
cate transmission of data. Further-
more, HTTP/2 allows the server to
send data in advance to the client
cache before the client requests it.
For example, assume an index.html
file loads the style.css and script. js
files within the data structure. If the
browser connects to the server, the
server first delivers the content of the
HTML file. The browser analyzes the
content and finds the two instructions
in the code to reload the style.css and
script. js files.

Only now can the browser request
the files. With HTTP/2, it is possible
for web developers to set rules so
that the server takes the initiative and
delivers the two files (style.css and
script. js) directly with index.htnl,
without waiting for the client to request
them first. Therefore, the files are

Listing 5: Tocation Paragraph

location / {

root /usr/share/nginx/html;
index index.html index.htm;
http2_push /style.css;
http2_push /10go.png;
3
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already in the browser cache when
index.html is parsed, eliminating the
wait time that requesting the files
would otherwise entail. This mecha-
nism is known as server push.

Server Push with Apache
and Nginx

Because a server cannot know which
files depend on what others, it is up
to the web developers or adminis-
trators to set up these relationships
manually. On Apache 2, the instruc-
tion can be stored in httpd.conf or
.htaccess. For example, to push a CSS
file whenever the browser requests
an HTML file, the instruction for the
httpd.conf or .htaccess file is:

<FilesMatch "\.htm1$">
Header set Link "</css/styles.css>; 2
rel=preload; as=style"
<FilesMatch>

To add multiple files, you can use add
Link instead of set Link:

<FilesMatch "\.htm1$">

Header add Link "</css/styles.css>; 2
rel=preload; as=style"

Header add Link "</js/scripts.js>; 2
rel=preload; as=script"

</FilesMatch>

Here, you could also imitate push-
ing files from foreign sites by adding
crossorigin to the tag:

<FilesMatch "\.htm1$">
Header set Link 2
"<https://uwu.googletagservices.com/?
tag/js/gpt.js>; rel=preload; 2
as=script; crossorigin”
</FilesMatch>

If you cannot or do not want to
change the Apache files, you could
still imitate pushing files with the
header function of PHP or other
server-side scripting languages:

header("Link: </css/styles.css>; 2
rel=preload; as=style");

To push multiple resources, you sepa-
rate each push directive with a comma:

header("Link: </css/styles.css>; 2
rel=preload; 2
as=style, </js/scripts.js>; 2
rel=preload; 2
as=script, </img/logo.png>; 2
rel=preload; as=image");

You can also combine this directive
with other rules included with the
Link tag. For example, simultane-
ously issuing a push directive with a
preconnect hint,

header("Link: </css/styles.css>; 2
rel=preload; as=style, 2
<https://fonts.gstatic.com>; 2
rel=preconnect");

tells the server to push the style.
css file to the client and simultane-
ously to establish a connection to
fonts.gstatic.com. Because Nginx
does not process .htaccess files or
the like, the instruction can also be
implemented, as described earlier,
with PHP or directly in the server con-
figuration by extending the location
paragraph to include the http2_push
command (Listing 5).

Many Small Files vs. One
Big File

Over the years, HTTP/1.1 has
shown that HTTP pipelining places
a heavy load on a server’s re-
sources. From a purely technical
point of view, this means that the
browser puts the requests for the re-
quired files into a pipeline, and the
server processes them one by one
(Figure 1). For web developers, this
previously meant that their goal had
to be to reload as few individual
files as possible. Therefore, combin-
ing individual CSS or JavaScript
files, for example, has proven to be
very helpful. Loading a single 80KB
CSS file is faster than loading eight
10KB files, because each request for
a new file again takes time to estab-
lish the TCP connection.

Not all files can be combined and
downloaded as a single file, espe-
cially for images, so HTTP/2 has
become a multiplex protocol. One

of the two core changes is that a
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client only opens one stream to the
server over which all files can be
transferred, without opening a new
stream for each new request. The ex-
isting TCP connections are thus more
durable, which in turn means they
can achieve full data transfer speeds
more often.

The second change is that this adap-
tation allows the server to send files
in parallel rather than serially. In-
stead of one file at a time, the server
now delivers many files at once
(Figure 2). Conversely, the previ-
ously mentioned rule with the eight
CSS files now no longer applies.

On the contrary, applying this rule
slows down the website unnecessar-
ily, because the maximum transfer
time for all files is the same as the
transfer time for the largest file. For
example, if transferring an 80KB file
takes 347ms, transferring eight 10KB
files takes only about 48ms, because
the server delivers them at the same
time. With HTTP/2, browsers typi-
cally use only one TCP connection
to each host, instead of the up to six
connections with HTTP/1.1.

Activation Under Apache 2

On Apache 2, HTTP/2 is not enabled
by default; you have to do this manu-
ally by installing http2_module and
enabling it,

LoadModule http2 module 2
modules/mod_http2.so

in the configuration file. The second
directive to be entered is,

Protocols h2 h2c HTTP/1.1

which makes HTTP/2 the preferred
protocol if the client also supports
that version; otherwise, the fallback is
to HTTP/1.1.

Downward Compatibility

According to statistics from
w3techs.com [4], a good year after
the HTTP/2 specification was pub-
lished, less than 10 percent of the
websites at the time were using the

WWW.ADMIN-MAGAZINE.COM
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new protocol. More importantly,
however, these sites handled about
two thirds of all page views. This
rapid acceptance has been helped
because HTTP/2 is fully downward
compatible, so a change in technol-
ogy does not initially require any

adjustments to websites and appli-
cations.

Only if a company fully wants to
leverage HTTP/2 with its website or
application do the web developers
have to step in and break down the
individual files to the extent pos-

Waterfall

B9 ms

30 ms
26 ms
18 mic

BO ms

mis

Figure 1: Calling up a page with HTTP/1.1 makes it clear that the server delivers the files one by

one and only as many files at the same time as there are processes free - usually five to eight.

Wi ket

Figure 2: If the server uses HTTP/2, you can see that it starts delivering a large number of

files at the same time.
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sible - as described earlier - and
define the server push rules.

From TCP and TLS to QUIC

As mentioned earlier, the main fo-
cus of the change from HTTP/1.1 to
HTTP/2 was multiplexing and the
resulting superior bandwidth utili-
zation. However, if a packet is lost
during transmission, the entire TCP
connection stops until the packet has
reached the receiver again from the
sender. As a result, depending on the
loss rate, HTTP/2 can have a lower
speed than HTTP/1.1, because all
data is sent over a single TCP connec-
tion; therefore, all transmissions are
affected by the packet loss.

To solve this problem, a working
group at Google standardized the
Quick UDP Internet Connection
(QUIC) network protocol in July
2016, which removes the restrictions
on the use of TCP and is based on
UDP. One requirement is that data
is always encrypted with TLS 1.3,
which increases security. A split
header creates further advantages.
The first part is only used to estab-
lish the encrypted connection and
does not contain any other data.
Only when the connection is estab-
lished does the system transmit the
header to transfer the data. When a
new connection is established to the
same host, QUIC does not have to
renegotiate the encryption but can
start transmission directly over the
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secured connection. Another advan-
tage is that QUIC is no longer limited
to HTTP transmissions.

Because it is difficult to establish com-
pletely new protocols on the Internet,
Google presented QUIC to the IETF.
The latter has adopted QUIC as the ba-
sis for HTTP/3 and has been working
on standardization since the beginning
of 2017. The latest draft is from Decem-
ber 14, 2020 [5]. HTTP/3 completely
breaks with TCP and will use QUIC

in the future. For HTTP/3 to replace
HTTP/2 in the future, web servers will
need to support QUIC. Apache, still the
most widely used HTTP daemon, has
not yet made an announcement in this
direction. Nginx unveiled a first version
in June 2020 that is based on the IETF
QUIC document. LiteSpeed is currently
the only server that has fully imple-
mented QUIC and, as a consequence,
HTTP/3.

Long Path to the Browsers

Servers must do more than un-
derstand QUIC, so it follows that
the clients also need to support
HTTP/3. Because QUIC originates
from Google, it is no surprise that
Chrome already supports QUIC.
Firefox also started offering experi-
mental support in version 72 ac-
cording to the definition published
by the IETF. Microsoft Edge, which
is now based on the open source
Chromium project, has started the
implementation work, which is cur-

rently available through Microsoft
Edge Insider Canary Channel [6].

Conclusions

Today’s standard for delivering web
pages and applications is clearly
HTTP/2. It solves the most serious
problem of HTTP/1.1 - the HTTP
head-of-line blocking - which re-
quired a client to wait until a request
it had made was completed before it
could make the next one. This bottle-
neck in turn caused massive delays,
because today’s web pages no longer
comprise just a handful of files but
load a huge volume of additional
data. Administrators don’t have to go
to great lengths to get HTTP/2 up and
running. Meanwhile, HTTP/3 is now
in the starting blocks and brings with
it the change from TCP to QUIC. [

Info

[1]1 RFC 2616:
[https://tools.ietf.org/html/rfc2616]

[2] Host Header as per RFC 7230, section 5.4:
[https://tools.ietf.org/html/rfc72304
section-5.4]

[31 HTTP/2.0 as per RFC 7540:
[https://tools.ietf.org/html/rfc7540]

[4] HTTP/2 historical use:
[https://w3techs.com/technologies/
history_overview/site_element/all/y]

[5] Google QUIC draft: [https://quicwg.org/
base-drafts/draft-ietf-quic-http.html]

[6] Microsoft Edge Insider channel:
[https://www.microsoftedgeinsider.com/
en-us/download]
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Untangle NG Firewall

P/i'“of ssional pre -. -.. 19;(

small a?\d mid-size en'

Puzzle

-

To what extent does the Untangle NG Firewall, where apps come together like pieces of a jigsaw, meet customer
criteria for protection, usability, price, and support? sy tobias ortner

Founded in 2003, US manufacturer standard that is otherwise only avail-
Untangle Inc. offers a security solu- able to far larger companies, with the
tion in the form of NG Firewall [1] integration of successful open source

tailored to networks in small and me-  applications combined with an easy-
dium-sized enterprises (or larger com- to-use and flexible user interface.
panies with many branch offices). Untangle Firewall is available as a
The idea is to empower small compa-  free version with limited capabilities,
nies in particular to achieve a security  or admins can purchase individual

Wi

Sessions are processed by
Untangle-VM and Apps

Apps

Sessions are bypassed
and packets are routed Untangle VM
in the kernel.

Figure 1: The path of data through the Untangle NG Firewall or, in
special cases, past it. Image from the Untangle wiki [2].
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functions or the
complete range
of functions

as commercial
products.

The Untangle
NG Firewall can
be installed on
various systems,
and the manu-
facturer offers
hardware appli-
ances, but you
can also put to-
gether your own
system according
to your indi-
vidual require-
ments. However,
you do need to
pay attention to
the hardware
requirements.
Alternatively,
you can install

the software as a virtual appliance
for VMware or as a virtual machine
(VM) for Hyper-V. Additionally, de-
ployment in the cloud is supported
on Amazon Web Services (AWS) or
Microsoft Azure.

Firewall Structure

The basis of Untangle NG Firewall is
a hardened Debian Linux, which is
responsible for managing the network
interface cards, routing, network con-
figuration, and other basic services.
On top of this operating system sits
the Untangle VM, a Java VM within
which the various firewall functions
run. These functions are encapsulated
in individual apps (applications) and
can be (de)activated as required.
Traffic arrives at a physical network
interface card, and the operating
system forwards it to a virtual in-
terface within the Untangle VM,
where it is processed in a rules-
based session. The firewall then
forwards the traffic through an-
other virtual interface to the appro-
priate physical network interface
card, through which it reaches its
destination. For testing, trouble-
shooting, or special operations, the
entire traffic or a single area can be

WWW.ADMIN-MAGAZINE.COM
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Figure 2: In the Policy Manager, you define which apps the Untangle firewall applies for a rule.

bypassed with bypass rules on the
Untangle VM (Figure 1).

Policy Manager

The first stop for traffic arriving at
the Untangle VM through the virtual
interface is the Policy Manager. From
the data stream and the existing con-
figuration, it decides which policies
(rulesets) apply to the session. Poli-
cies define a group of applications
that filter the data of a session ac-
cording to appropriate criteria.

If you want to execute separate poli-
cies for different recipients, times, or
IP addresses, for example, you have
to define them in

built-in reporting within Untangle NG
Firewall, you can always determine
which policy was used for a particu-
lar session.

In the settings, the Policy Manager
shows the existing policies on the left
and the applications the firewall is
running, for the session in this case,
on the right. The Policy Manager sup-
ports inheritance, making it quick and
easy to create new policies. For this
purpose, a basic ruleset is inherited,
the rules of which you then adapt to
the specific requirements. The criteria
you can use for a policy include the
source or target address, protocol,
hostname, or even the time and day

of the week. For example, a different
policy can be applied during working
hours than during hours outside the
workday.

After the Policy Manager, the ses-
sion passes through the various apps
that examine the traffic (Figure 3).
The Protect group includes apps for
protecting your network and thus
provides the basic functions of a fire-
wall. These apps include the current
versions of Firewall Free, Intrusion
Prevention Free, Phish Blocker Free,
Threat Prevention, Virus Blocker, and
Virus Blocker Lite Free. Apps with the
Free suffix are included with the free
version of Untangle NG Firewall.

In the Filter group, Untangle com-
bines all the apps that execute the
appropriate rules according to the
content of the data streams. These
include Web Filter, Web Monitor
Free, SSL Inspector, Spam Blocker,
Spam Blocker Lite Free, Application
Control, Application Control Lite
Free, and Ad Blocker Free. These
apps allow you to control a compa-
ny’s network traffic and enforce cor-
porate rules. For example, Web Filter
lets you block specific websites or
categories of websites to restrict ac-
cess, such as limiting access to social
media portals to lunchtime. Applica-
tion Control provides corresponding
capabilities not at the URL level, but

the Policy Manager
(Figure 2). The
Policy Manager de-
cides which route
through the firewall
is appropriate for
the session. Each
route includes dif-
ferent applications
and configurations
that the firewall
applies to the
session. After a
successful check
on the respective
route, the complete
data stream leaves
the firewall again
through one of the
virtual interfaces.
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at the application level. These filter
apps can be used specifically to in-
fluence the use of the network.

The apps in the Perform category are
primarily used to ensure the func-
tionality of the firewall in terms of
bandwidth. Bandwidth Control, WAN
Balancer, WAN Failover, and Web
Cache give you control over network
use. For example, for VoIP applica-
tions, you can set up a Quality of Ser-
vice that Bandwith Control processes.
WAN Balancer and WAN Failover are
required for enterprises that have
multiple WAN links and want to di-
rect traffic.

Connect apps have become hugely
important, especially in times of
working in home offices. Untangle
NG Firewall offers the IPsec VPN,
OpenVPN Free, Captive Portal Free,
Tunnel VPN Free, and WireGuard
VPN applications. VPN apps provide
several ways to let employees access
corporate data outside the network.
Captive Portal lets you control access
from the network to the Internet, for
example, by login.

The Manage group is used to con-
figure settings. It includes the Policy
Manager, Directory Connector, and
Reports Free apps. Directory Connec-
tor creates a connection to a Radius
server or Active Directory; you do not
have to define VPN users individu-
ally. Under Additional Apps, you will
find Branding Manager, Configuration
Backup, and Live Support, which are
administration applications.

By using apps, Untangle integrates es-
tablished open source and commercial
solutions from other developers into

its firewall product, encapsulating each
into an app under a common interface.
In particular, this makes it possible

to integrate new applications without
having to change the user interface or
operation. For exam-
ple, the WireGuard
VPN app was newly Configuration
integrated into the
Untangle NG Fire-
wall in version 16.
The only change for
the user is another

I SR O = i

. TOOLS Untangle NG Firewall

-----

Figure 4: The Untangle NG Firewall dashboard provides a quick overview.

User Interface

For the Untangle developers, it wasn’t
just the feature set that mattered.
They also set themselves the goal

of providing an easy-to-use inter-
face that gives users without special
firewall know-how a good introduc-
tion to the product. Untangle NG
Firewall can be managed in a web
browser and does not require a dedi-
cated desktop application. The user
interface is based on modern smart-
phones. All main functions can be
accessed by four menu items, which
means that users can get started
quickly and easily. After logging in
to the firewall from the browser, the
dashboard provides a quick overview
of its status (Figure 4).

By turning the individual elements
(widgets) of the dashboard on and off
— and even configuring them in part

- you can create a customized home
screen that provides precisely the infor-
mation you need, including the ability

to display the hardware load, such as
memory consumption and the CPU
load, along with the number of sessions
or the most frequently used websites.
The individual NG Firewall applications
are available in the Apps menu.

Any desired function can be found
quickly. You can also see exactly
which applications are active and
which are disabled. Even if the apps
have different settings, you can
quickly find your way around the
clearly structured overview.

The Config menu item contains the
settings for the firewall in general. The
most important values are already set
during the install, such as the IP ad-
dresses or the selection of network
interfaces. Additionally, you can con-
figure mail or web servers by network
address translation (NAT) (Figure 5).
The Reports menu item gives you ac-
cess to predefined reports. The Untan-
gle NG Firewall meets strict reporting
requirements and opens up an option
for defining reports yourself. All the

app icon inside the
firewall.
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Figure 5: Configuring the basic firewall settings.
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provides a portal
where you can
manage all your
licenses.

If you manage
multiple domain
names, you might
be missing an SMTP
app that forwards
email to different
mail servers in the
enterprise accord-
ing to the domain.
SMTP and HTTP are
currently connected
to Untangle by
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Figure 6: Report data is available in various formats.

session information is routed to a SQL
database that you can access directly
if needed. Usually the predefined re-
ports are fine, but if you do need to
create specific reports, you will find
the functions you need here.

The results of the reports are available
in different formats, such as lists or
graphics, depending on the nature of
the data (Figure 6); then, you can see
a graphical overview and check the
matching lists for more detail. Reports
also help you to discover why the fire-
wall performed a certain action (e.g.,
why an email message was moved to
the quarantine folder as spam).
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If you manage
more than just

one firewall, even
several spread
across multiple
sites, you will ap-
preciate Untangle’s
Command Center
for managing and
monitoring mul-
tiple Untangle NG
firewalls, including
licenses, and for
bundling messages
(alerts). Command
Center also lets you
distribute policies
across different
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firewalls to establish consistent rules
across the enterprise (Figure 7).

Conclusions

Untangle NG Firewall is a complete
security solution that offers the most
important functions expected from

a firewall by combining various
solutions in the form of apps with
uniform operation in a common inter-
face. The integrated detailed reporting
provides all essential information; if
necessary, you can create additional
queries yourself. Command Center
helps manage multiple firewalls and

’ United States iPvigsepiey
e

NAT; only the data
streams are filtered
accordingly.

If you are looking for an easy-to-use,
but still very powerful firewall solu-
tion, you will definitely want to take
a look at Untangle NG Firewall. If you
are missing some features, simply
enter them in the online wish list [31],
which is also where you will find re-
quest status information. [

Info

[1] Untangle NG Firewall: [https://www.
untangle.com/untangle-ng-firewall/]

[2] Untangle wiki: [https://wiki.untangle.com/
index.php/Bypass_Rules]

[3] Feature wish list: [https://
untanglengfirewall.featureupvote.com]

Figure 7: The Command Center lets you centrally manage multiple firewalls.
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CONTAINERS AND VIRTUALIZATION

Hyper-V Security

Protect Hyper-V with on-board resources

CounterintelligencC

With the right settings and small tools, security in virtual environments can be increased significantly by

tweaking the on-board tools. sy thomas

Hosts, and their operating systems
in particular, play a central role in
secure operations with Hyper-V. The
individual virtual machines (VMs)
and the operating systems on the
VMs naturally need to be secured.
The third security-relevant area is the
configuration files for the individual
VMs and Hyper-V itself - and don’t
forget the system services. If avail-
able, it makes sense to use a trusted
platform module (TPM) chip on
Hyper-V hosts to take advantage of
technologies such as BitLocker and
shielded VMs. As an administrator,
you’re adding security in a number
of places, and much of it with the
help of Microsoft recommendations
and templates.

Securing the Host and
Operating System

Minimizing the attack surface is an
important security foundation, and
it starts with installation. In general,
it is recommended that you use the
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Core installation of Windows Server
2019 or newer for Hyper-V hosts,
which will help you prevent attacks
on the desktop and the programs
installed on it. Bear in mind that a
graphical user interface (GUI) can
be installed retroactively on Core
servers.

If you do install the GUI, you should
remove programs and services that
are not required. For example, Win-
dows Media Player is active by de-
fault on Windows Server 2019, but
definitely not needed on production
servers. To uninstall Media Player,
enter:

dism /online /Disable-Feature 2
/FeatureName:WindousMediaPlayer 2
/norestart

Only absolutely essential services
should be installed and started on
the Hyper-V host. Any additional
software just adds attack vectors. In
general, it is almost always better to
install additional software on another

server rather than on a Hyper-V host
on which numerous VMs are in use.
Of course, this is also true when you
consider performance.

Microsoft advises against deploying
production VMs for server applica-
tions by way of Hyper-V on Windows
10. Especially on smaller networks,
administrators are tempted to connect
users to VMs by this route, but doing
so poses a significant risk for secu-
rity reasons. It’s better to go for the
free Hyper-V Server 2019. Windows
10, as a never genuinely completed
operating system, is fine as a test
environment for Hyper-V, but under
no circumstances should you provide
server-based services on networks
with Windows 10.

Installing Updates and
Closing the Gaps

The operating system on the Hyper-
V host, the firmware, and the device

drivers should always be up to date.
Microsoft regularly closes critical
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gaps that also affect Hyper-V on its
monthly patch day. In most cases,
numerous VMs run on a Hyper-V
host, so a security vulnerability
does not just affect one server, but
several. The patch status of your
Hyper-V hosts therefore plays an
important role.

For example, Microsoft closed a criti-
cal vulnerability in Hyper-V on patch
day in October 2020. Attackers were
able to execute malware on the VMs
because of the vulnerability and gain
access to the host. On Hyper-V serv-
ers, therefore, you will want to install
at least this update [1] promptly,
which is possible with Windows
Server Update Services (WSUS) on
the internal network or directly on
the Windows update server.

Implement Safety
Recommendations with
Policies

As the vendor of Windows Server,
Microsoft issues security recommen-
dations that you will want to take
note of as an administrator through
the Microsoft Security Compliance
Toolkit [2], which contains group
policy templates with which you
can secure Hyper-V hosts in line
with Microsoft recommendations.
The download comprises tools and
ZIP files for various Windows ver-
sions with which you can create
Group Policy Objects (GPOs) for
improved security on Hyper-V hosts
and VMs.

With the Policy Analyzer from the
toolset, first check whether the se-
curity settings on the server make
sense, so you can adjust the set-
tings to comply with Microsoft’s
recommendations, if needed. For the
analysis, the Policy Analyzer reads
the backup files of the current GPOs
along with their settings. The ZIP
archives include files with the Poli-
cyRules extension, which you can
use to compare the existing settings
with the recommendations from Mi-
crosoft. In this way, you can quickly
identify vulnerabilities and missing
settings.
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Microsoft also provides an Excel
table in the Documentation directory
of the ZIP archive, listing all settings
that can be implemented with group
policy templates. Under the item Se-
curity Template, you can see which
security settings are addressed by
the group policies. The table shows
the settings for member servers and
domain controllers on the basis of
Windows Server 2019. In the GP
Reports directory, you will find a
report as an HTML file for each pol-
icy. From this information, you can
either create new policies or modify
existing ones.

If you want to create group policies
from the templates recommended
by Microsoft, the easiest approach is
first to create a new GPO in Group
Policy Management and read in the
templates. As long as the GPO is not
yet linked to a container, the set-
tings will not be implemented. Only
when they are linked do the servers
apply the settings. To integrate the
policy settings into the new policy,
select Import Settings from the
context menu of the newly created
policy. You can use a wizard to im-
port the templates with Microsoft’s
recommendations (Figure 1). The
files are located in the GPOs direc-
tory. View Settings lets you view the
policy settings to be imported, al-
though this report is basically what
you can find in GP Reports.

In addition to the baselines pro-
vided by Microsoft, third-party ven-
dors also offer recommendations for
secure operation of
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Separate Networks for
Hyper-V

You should always operate Hyper-V
hosts on separate networks. On the
server, use dedicated network adapt-
ers to manage the Hyper-V host and
connect the VMs. You will also want
to use a hardened network to access
the VM configurations and the virtual
hard disk files. The same applies to
live migration.

Generally, IPsec is the best choice for
these networks. For communication
with file shares, it is best to use SMB
3.0 with end-to-end encryption to
prevent man-in-the-middle attacks. If
you use different networks, you can
secure individual areas more strongly
and use the firewall settings to define
various rules that restrict access to
the respective network adapter.

Best Practices Analyzer

In Windows Server 2019, Microsoft
enhanced automatic server role au-
diting by introducing the Best Prac-
tices Analyzer (BPA) built-in tool,
which is also available in the Server
Manager for checking server roles
over the network. Almost all server
roles can be tested and the results
displayed centrally. The BPA is par-
ticularly interesting for Hyper-V, be-
cause it can be used to optimize both
local and virtual servers. Virtual net-
work switches can also be scanned
with the BPA. To start a scan for
Hyper-V, enter:

Windows on COrpo- Impart Settings Wizard X
rate networks. Well- Source GPO
k h d Select the GPO from which you want to import sedtings
nown third-party .
providers are the Backed up GPOs
Defense Informa- Name Time Starp Descrigion
tion Systems Agency _:MSFT Windows 10 2004 - User 23.07.2020 14.03.44
MSET Windows 10 2004 and Serve... 23.07.2020 14:03:44
(DISA) [31 and the ! MSFT Windows 10 2004 and Serve.. 23.07.2020 14-03:44
| MSFT Windows 10 2004 and Serve... 23.07.2020 14:03:44
Center for Internet MSFT Windows Server 2004 - Dom_.. 23.07.2020 14:03:45
Security (CIS) [4]. [ MSFT Windows Server 2004 - Dom . 23.07 2020 14:03:45
I L it | L MSFT Windows Server 2004 - Mem. 23072020140345 |
n general, 1t 18 . "
worthwhile to work s e Wt i e S
through these rec-
ommendations care- o s
< ) & cdﬂ'."El
fully and to adapt

them to your own

requirements. policies.

Figure 1: Implementing Microsoft security settings with group
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Invoke-BpaModel 2
-ModelId Microsoft/Windous/Hyper-V

You can redirect the results of the
scan to a specific path, but you have
to create it first:

Invoke-BpaModel 2
-ModelId Microsoft/Hindows/Hyper-V 2
-RepositoryPath C:\temp\BPA

If you want to start a scan for a server
on the network, use the command:

Invoke-BpaModel -ComputerName d126 2
-Mode1Id Microsoft/Windous/Hyper-V

The results files are stored in XML
format in a path you specify, sorted
into subdirectories by server role and
server. The files can also be parsed
in the browser or by other programs.
The scan results are stored on the
local server - even if you scan a
Hyper-V host on the network. For
example, if you want to display all
scan results for Hyper-V in the Pow-
erShell, use:

Get-BpaResult 2
-Mode1Id Microsoft/Windous/Hyper-V

If you saved the results in a specific
directory, the command

Get-BpaResult 2
-ModelId Microsoft/Windows/Hyper-V 2
-RepositoryPath C:\temp\BPA

will help. You can also export the re-
sults to an HTML file:

Hyper-V Security

Get-BpaResult 2
-ModelId Microsoft/Windous/Hyper-V | 2
ConvertTo-Html | 2
Out-FiTe C:\temp\BPA\results.htm

Of course, the results are also avail-
able in the GUI. Once you have
started the BPA check, you will see
the results on the individual tiles in
the Server Manager. You can open
them by clicking on a tile. If you click
on the results of the BPA check, the
Server Manager displays the errors
that were identified. You can also
view all errors from all servers on the
network.

From the context menu of a result,
you can start a new check for the
corresponding server, hide the result,
or copy it to the clipboard (e.g., for
an Internet search). The BPA results
can also be found in the Local Server
and All Servers views in the Best
Practices Analyzer area of the Server
Manager (Figure 2). When a BPA
result is displayed for a server role
on one of the servers, the tile color
changes, which means you can im-
mediately see where improvements
for a server are possible. By exclud-
ing a result, you can disable indi-
vidual messages, if required. From
the view in the BPA, you can also
filter the results by severity, server,
and categories.

Defender Credential Guard
and Shielded VMs

To further secure Hyper-V, Microsoft
also recommends using advanced

BEST PRACTICES AMALYZER

Figure 2: The Best Practices Analyzer examines your server environment and gives you tips

for more security.
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security technologies. On Hyper-V
servers, you should consider running
Windows Defender Credential Guard
[5]1, which uses virtualization-based
security to protect credentials. In this
way, only defined system software
can access credential data; NTLM
authentication protocol password
hashes, Kerberos tickets, and domain
credentials are protected. The con-
figuration is policy based.

You will also want to operate
Hyper-V hosts as a guarded fabric,
encrypt the VMs, and deploy them
as shielded VMs, which provides
significantly more security on the
network, even if the configuration is
more complex.

In Windows Server 2016, Microsoft
introduced the Host Guardian Service
(HGS) to improved the security of
VMs. Virtual servers can be hardened
in Hyper-V and isolated from other
administrators, attackers, and unau-
thorized access. Locked-out admin-
istrators can still control certain VMs
(i.e., shut them down or start them),
but they no longer have access to

the VM’s data, which also applies to
unauthorized users or malware. Net-
works that have been hijacked by at-
tackers or on which other areas have
been compromised no longer pose a
threat to secured VMs.

The HGS ensures that VMs in Hy-
per-V are better isolated from each
other. If an attacker or malware
compromises a VM, this service pre-
vents the attack and the spread to
other VMs. Additionally, the service
supports encryption, enabling VMs
to be secured in a variety of ways.
For example, the hard drives can be
encrypted with BitLocker, access to
the console can be restricted, and
you can define the Hyper-V hosts
on which a secured VM is allowed
to start.

With HGS, you can protect Hyper-
V servers running Windows Server
2016 and 2019 in the Datacenter
edition. Older versions or Windows
Server 2019 Standard edition cannot
be secured with HGS. On the VMs,
you again have the option of run-
ning 2012 and 2012 R2 in addition
to Windows Server 2016 and 2019.
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Windows Server 2019 Datacenter
and the free Hyper-V Server 2019
also support shielded VMs with
Linux. On Windows Server 2016,
these encrypted VMs can only be
used with Windows Server 2016.

In addition to this new feature,
Microsoft has further improved the
technology behind shielded VMs.
Thanks to the offline mode, they
now still start if the HGS cannot be
contacted.

To use shielded VMs, you first need
a server or cluster with the HGS. In
addition to Hyper-V, you also have
to install the Host Guardian Hyper-
V Support server feature on the
Hyper-V hosts to be protected. This
extends the functions of Hyper-V

to include options for operating
shielded VMs.

You also need to install the Remote
Server Administration Tools (RSAT)
for shielded VMs when you install the
Hyper-V host and connect to the Host
Guardian Service. Known as Shielded
VM Tools, they are not automatically
installed on Hyper-V hosts but have
to be set up manually.

When you create new shielded VMs,
they are of the “generation 2” type.
HGS uses a virtual TPM (vTPM)
chip for protection. The Add-VMTPM
PowerShell cmdlet is also useful for
this purpose. The tools needed to
connect Hyper-V to the Host Guard-
ian Service can also be installed in
PowerShell:

Install-WindousFeature 2
-Name HostGuardian

Install-WindousFeature 2
-Name RSAT-Shielded-VM-Tools

Install-WindousFeature 2
-Name FabricShieldedTools

You can handle the task of secur-
ing the Hyper-V hosts, for example,
through membership in an Active
Directory group if you do not rely on
UEFI and TPM. Use the cmdlets:

Get-HindowsFeature HostGuardian
Get-HgsClientConfiguration

to check whether a host is already
connected to an HGS server.
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Encryption Without
Shielded VMs

If you want to encrypt your VM vir-
tual hard drives, you do not neces-
sarily have to rely on shielded VMs.
Since Windows Server 2016, a vir-
tual TPM can also be added to VMs
from the Security menu item in the
properties of the VMs. Activating the
Trusted Platform Module function,
makes a virtual TPM available on
the VM; it can then be used for Bit-
Locker encryption. VMs encrypted
with a vTPM based on BitLocker
can be integrated into a guarded
fabric with shielded VMs at any
time. Live migration is also possible.
The important thing here is that
you are working with a generation
2 VM. In addition to the Hyper-V
Manager, the settings can also be
made in PowerShell. For example, to
activate and deactivate the technol-
ogy, use:

Enable-VMTPM -VMname <name>
Disable-VMTPM -VMName <name>

The TPM is displayed in the VM’s de-
vice manager under Security devices.
Selecting tpm.msc lets you initialize
and set up the module.

Access Permissions and
Authorizations

VM administrators do not need
administrative access to the host
operating system. For this reason,
you will also want to adjust the au-
thorizations for administrators on
Hyper-V hosts. Admins who do not
need to manage the host also do not
need administrative access to the
host operating system. Usually, it is
sufficient for Hyper-V administra-
tors to be members of the Hyper-V
Administrators group on the server.
Hyper-V hosts should also have anti-
virus protection installed. However,
exclusions in malware scans are use-
ful. When using Microsoft Defender,
this is automatically the case. Many
other scanners also support Hyper-V.
To disable the exclusions, enter the
command:

CONTAINERS AND VIRTUALIZATION

Set-MpPreference 2
-DisablefAutoExclusions $true

In general, however, you will want

to make sure that the essential com-

ponents of Hyper-V are monitored,

but not unnecessary areas or services

and directories that can cause perfor-

mance problems. Windows Defender

does not scan the following file types:

VHD, VHDX, AVHD, AVHDX, VSV,

ISO, RCT, VMCX, and VMRS. You can

additionally exclude the following di-

rectories from scanning:

B %ProgramData%\Microsoft\Windows\
Hyper-V

B %ProgramFiles%\Hyper-V

B %SystemDrive%\ProgramData\Micro-
sof t\Windows\Hyper-V\Snapshots

B %Public%\Documents\Hyper-V\Vir-
tual Hard Disks

The following processes are particu-

larly important:

B %systemroot%\System32\Vmms.exe

B %systemroot%\System32\Vmup.exe

For more information on exclusions,

see recommended antivirus exclu-

sions for Hyper-V hosts online [6].

Third-Party VHDs and
Nested Virtualization

It should go without saying that you
should never mount third-party vir-
tual hard disks (VHDs) on Hyper-V
hosts because of the risk of attacks at
the filesystem level. You should also
avoid deploying VMs with unknown
VHDs. Perform extensive tests, prefer-
ably on test servers, before you imple-
ment third-party VHDs for a VM on

a host to check for malware or suspi-
cious activity.

Additionally, Microsoft gener-

ally recommends not using nested
virtualization on Hyper-V hosts.
Otherwise, administrators of VMs
with activated virtualization could
create VMs themselves, which in
turn represent a danger for, and
generate load on, the Hyper-V host.
Nested virtualization should only be
implemented for scenarios that you
absolutely need - ideally in highly
monitored environments.

For even greater security, Microsoft
recommends generation 2 VMs for
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supported operating systems when-
ever possible. You will also want

to enable Secure Boot on the VMs
(Figure 3) to prevent unauthorized
code from starting with the operating
system without first being checked

by a virus scanner. The feature is

also available for Linux servers if the
distribution supports generation 2
VMs in Hyper-V. The settings can be
found in the properties of a VM under
Security. You can enable secure start
for generation 2 VMs here, select the
template, and, if prompted to do so,
enable TPM on the VM and shielding.
Microsoft explains the options for se-
cure generation 2 VMs on GitHub [7].
As with the Hyper-V host, you should
always keep the VMs as up to date as
possible, especially for security up-
dates. Install the integration services
for the supported guest operating sys-
tems; Windows Update handles these
updates.

High Availability with
Windows Server 2019

Last but not least, service availability
is also a security consideration. With
Hyper-V Replica, virtual hard disks
and entire servers can be replicated
and synchronized asynchronously
between different Hyper-V hosts on a
network with Windows Server 2019.
Replication is by way of the filesys-
tem; a cluster is not necessary.
Replication can be performed manu-
ally, automatically, or on a schedule,
and you can set it up in a Hyper-V
Manager wizard. Live migration of
virtual servers without clusters is also
possible. For Hyper-V hosts to sup-
port replication, you first need to en-
able it. Replication to the free Hyper-
V Server 2019 is also possible and can
be managed in a wizard, which you
start from the context menu of virtual
servers in Hyper-V Manager.

Conclusions

Improving the security of Hyper-V
hosts and VMs can be accomplished
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Figure 3: Enabling a secure startup of VMs in Hyper-V prevents malware from loading

during the boot process.

in a number of ways. Before you

rely on commercial add-on tools and
advanced security measures, why
not first leverage the benefits of Win-
dows Server’s internal capabilities?
Microsoft provides guidance to help
you operate Hyper-V hosts in a fun-
damentally more secure manner. You
can also use the Best Practices Ana-
lyzer to check whether Hyper-V has
problems that can be fixed in just a
few steps. [
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Traefik

Traefik promises not only to manage mesh implementations for container environments reliably, but to do so
in a way that makes them enjoyable to administer. sy wartin Loschwitz

Traefik wants to make “network-
ing boring ... with [a] cloud-native
networking stack that just works” [1].
The program aims to make working
in DevOps environments easy and
enjoyable and ultimately ensure that
admins who are not totally network-
savvy are happy to deal with DevOps
and related areas. Traditionally, this
has not been the case. Many adminis-
trators who grew up in the classic silo
thinking of IT in the early 2000s see
networks (and often storage as well)
as the devil’s work.

Traefik counters this: It aims to make
software-defined networking (SDN)
approaches in container environ-
ments obsolete by replacing them
with simple technology. Traefik acts
as a reverse proxy and load balancer,
but also as a mesh network. I put the
entire construct to the test and look
into applications where Traefik might
be of interest.

Complexity

No matter how much the container
apologists of modern IT try to con-
vince admins, virtualized systems
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based on Kubernetes and the like are
naturally significantly more complex
than their less modern predecessors.
This complexity becomes completely
clear the moment you compare the
number of components in a conven-
tional environment with that in a Ku-
bernetes installation.

Web server setups follow a simple
structure: a load balancer and a da-
tabase, each redundant in some way,
and then several application servers
to which the load balancers point.
The job is done. Virtualized container
environments with Kubernetes and
others also contain these components
but additionally have virtualization
and orchestration components weigh-
ing them down.

Many virtualized services comply with
components such as those provided
by a cloud-ready architecture: dozens
of fragments and microservices that
somehow want to communicate with
each other in the background, even if
they are running on different nodes in
far-flung server farms and rely on SDN
to communicate.

DevOps also takes on a new meaning
in such environments. Even if you

want to implement the typical seg-
regation into specialized teams that
take care of network, applications,
and operations, it would simply be
impossible. The individual levels are
too interlocked, and it is too difficult
to disentangle them now.

Therefore, a category of programs
has emerged with the aim of making
shouldering this complexity easier for
admins and developers alike by set-
ting up a dynamic load balancer en-
vironment that includes encapsulated
traffic between the individual micro-
components to retrofit secure sockets
layer (SSL) encryption and endpoint
monitoring on the fly.

In addition to the Istio service
mesh, various alternatives can be
found: Consul, originally an algo-
rithm for consensus finding in dis-
tributed environments, now offers
mesh functionality, as does Linkerd
(Figure 1). Mesh networks, then,
are a cake from which many compa-
nies want a slice (and maybe even
a large one). Before continuing,
however, it is helpful to answer a
few very basic questions, especially
about terminology.

WWW.ADMIN-MAGAZINE.COM

Photo by Oudom Pravat on Unsplashx



Traefik CONTAINERS AND VIRTUALIZATION .

Namespaces

®  Namespaces

Control Plane

HTTP meitrics

Mamespace 4

DEFAULT = 0/0
: 0/0 - = = - -
@ Daemon Sets 0/0 == Z = % =
(®  Deployments /8 " = " .
@  Jobs 9/9 100.00% o 67 3ms a4ms 67 ms B
™ Dnde

Figure 1: Mesh networks like Linkerd are in vogue. © Linkerd

Clarifying Terms

The component that is now known as
Traefik Proxy [2] did not always go
by that name. Initially, it was the only
component by the Traefik project; the
project and product were both simply
named Traefik. However, when the
feature set was expanded to include a
mesh solution along the lines of Istio,
Traefik became Traefik Proxy, and the
mesh solution was redubbed Traefik
Mesh [3].

Today, the vendor has two more
products in its lineup: Traefik Pilot is
a graphical dashboard that displays
connections from Traefik Mesh and
Traefik Proxy in a single application,
and Traefik Enterprise - not a techni-
cal product in the strict sense - is a
combination of the three software
products with additional features

and support. In this article, I focus

on Traefik Proxy and Traefik Mesh,
but the Traefik dashboard is also dis-
cussed.

If you think you now know your way
around Traefik terms, you haven’t
reckoned with the creativity of the
Traefik developers, because the proxy,
according to Traefik’s authors, is far
more than a mere proxy. Although
the company does not want to re-
name the product, Traefik is more

of an edge router that can be used

as a reverse proxy or load balancer.
What the differences between an edge
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router, a reverse proxy, and a load
balancer are supposed to be is some-
thing the developers let you guess
with the help of colorful pictures. It’s
high time, then, to get to the bottom
of the issue.

Traefik and Kubernetes

The original idea behind Traefik
(Figure 2) was to develop a reverse
proxy server that would work par-
ticularly well in tandem with con-
tainer orchestrators like Kubernetes.
In this specific case, “particularly
well” means that the proxy server

at the Kubernetes level should be

a first-class citizen (i.e., a resource
that can be operated by the familiar
Kubernetes APIs).

Although a given now, the Kubernetes
API was not as functional in the early
Kubernetes years as it is today. Also,
the entire ecosystem surrounding Ku-
bernetes was not so well developed.
Admins often relied on DIY solutions.
If you needed a high-availability (HA)
proxy, for example, you built a pod
with an HA proxy container that had
the appropriate configuration installed
by some kind of automation mecha-
nism. This arrangement worked in
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Figure 2: Traefik acts as a reverse proxy and load balancer with a number of additional
features such as Let's Encrypt integration. © traefik
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many cases, but was unsatisfactory in
terms of controllability.

Therefore, the Traefik developers took
a different approach to their work
right from the outset. The idea was
for Traefik to be a native Kubernetes
resource and, like the other resources
in Kubernetes, be manageable
through its APIs. Even before the re-
lease of a formal version 1.0, the de-
velopers achieved this goal, and Trae-
fik was one of the first reverse proxies
on the market with this feature set.

Traefik as Reverse Proxy

The term “reverse proxy” is probably
familiar to administrators of conven-
tional setups from the Nginx context.
Nginx often acts as a tool in reverse
proxy mode. Where an internal sys-
tem is not allowed to have a foothold
on the Internet, a reverse proxy is

a good way of making it accessible
from the outside. The reverse proxy
can be located in a demilitarized zone
(DMZ, perimeter network, screened
subnet), for example, and expose a
public IP address including an open
port to the Internet. It forwards con-
nections to this DMZ IP to the server
in the background, giving you several
options that would not be available
without a reverse proxy.

With nftables (the successor of
iptables), you can restrict access to
certain hosts. Reverse proxies are also
regularly used as SSL terminators:
They expose an HTTPS interface to
the outside world without necessar-
ily having to talk SSL with their back
end. The same applies to the ability
to control access to a web resource
via HTTP authentication. Both fea-
tures are often used in web applica-
tions that do not offer these functions
themselves.

Traefik as a Load Balancer

Mentally, the jump from a reverse
proxy to a load balancer is not far.
The load balancer differs from the
reverse proxy in that it can distribute
incoming requests to more than one
back end and has logic on board to do
this in a meaningful way, including
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different forwarding modes and the
algorithms for forwarding.

Originally, Traefik was launched as a
reverse proxy; it was therefore fore-
seeable that the tool would eventually
evolve into a load balancer, and now
Traefik Proxy can be operated not
only as a proxy with a back end, but
also as a load balancer with multiple
target systems.

Adding Value in the
Kubernetes Context

The functional scope of Traefik Proxy
described up to this point matches
that of a classic reverse proxy and
load balancer: The service accepts
connections to be forwarded to the
configured back end in a protocol-ag-
nostic way in OSI Layer 4, or specifi-
cally for HTTP/HTTPS at Layer 7.
Traefik’s original killer feature was
always its deep integration with Ku-
bernetes: Anyone running their work-
load in Kubernetes did not need to
worry about the proxy configuration
- it would just come along as part of
the pod definitions from Kubernetes.
Moreover, the Traefik developers have
added several features that make a lot
of sense, especially in the Kubernetes
context.

One part is that Traefik can act as an
API gateway. Although the term is
not defined in great detail, admins
typically expect a few basic functions
from an API gateway. At its core, it is
always a load balancer, but it is proto-
col aware (hence OSI Layer 7). It not
only understands the passing traffic
but also intervenes with it at the re-
quest of the admin, such as upstream
authentication and transport encryp-
tion by SSL, as already discussed.
Add to that Traefik’s ability to func-
tion as an ingress controller in Kuber-
netes. Ingress controllers are a special
prearrangement in the Kubernetes
API for external components that are
to handle incoming traffic. By making
a service an ingress controller in its
pod definitions, admins tell Kuber-
netes to push specific types of traffic
or all traffic through that controller.
This special feature is what character-
izes the Traefik implementation as

a first-class citizen, as discussed in
more detail earlier.

Certificate Management

The Traefik Proxy implements what
many admins might consider a

killer feature: It has a client for the
ACME protocol and therefore handles
communication with services like
Google’s Let’s Encrypt.

Certificate handling is usually very
unpopular with admins, because
running your own certificate man-
agement setup is tedious and time
consuming. Even creating a certifi-
cate signing request (CSR) regularly
forces admins to delve the depths of
the OpenSSL command-line param-
eters. Automatically requesting SSL
certificates from Let’s Encrypt not
only relieves the admin of this tedious
work but also ensures that expired
certificates are no longer a source of
problems. Traefik Proxy talks to Let’s
Encrypt on demand and fetches of-
ficial certificates for public endpoints
from services in pods.

A robust reverse proxy and load
balancer that can be controlled from
within Kubernetes may be considered
valuable assets per se, but the world
has become more complex in recent
years, especially in the container con-
text, and microservices play a crucial
role in ensuring that plain vanilla
reverse proxies and load balancers are
no longer all you need. Microservices
make an application highly flexible
on the one hand, but difficult to oper-
ate on the other. Depending on the
load and its own configuration, Ku-
bernetes launches an arbitrary num-
ber of instances of certain services or
causes them to disappear ad hoc into
a black hole (e.g., if the load is light
at the moment and the resources are
needed to handle other tasks).
Therefore, it is enormously difficult
to keep track of all the paths for
inter-instance communication or to
configure those paths - in fact, it’s
impossible. Hand-coding all instances
of service A to talk to all known in-
stances of host B is not feasible in
practice with any reasonable amount
of effort - not to mention that most
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components of microarchitecture ap-
plications today communicate with
each other by REST or gRPC, which
are based on HTTP at their core or at
least make heavy use of it. However,
HTTP does not provide for specifying
multiple possible destinations for a
connection.

Meshes as Brokers

On the application level, communica-
tion between the different compo-
nents of an application can hardly be
implemented in a meaningful way.
In the wake of Kubernetes and its
ilk, mesh solutions have therefore
enjoyed great popularity for some
time. They interpose themselves be-
tween the instances of all services of
a microservices application and act
as a kind of broker. They automati-
cally register outgoing and incoming
instances of the individual services,
forward new connections to them,
and thus establish an end-to-end
communication network.

Not wanting to miss out on market
developments, Traefik developers
expanded the functionality of their
solution and put together a product
named Traefik Mesh (Figure 3). The
core of Traefik Mesh is still Traefik
Proxy, but the technical foundation of
this solution is fundamentally differ-
ent from the approach that some ad-
mins may be familiar with from Istio
and others.

Resource-Intensive
Sidecars

The architecture of solutions like Istio
is often known as a sidecar architec-
ture, because it sets up a proxy server
alongside each service in an environ-
ment directly in the pod; therefore, it
requires the proxy component to be
part of the pod definition. For exam-
ple, to use Istio in this way, the admin
or developer has to make Istio part of
a pod at the Kubernetes level.

In such a construct, the various in-
stances of microservices no longer
talk to each other directly; instead,
each instance has its own proxy that
can dynamically forward incoming
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connections to its own or another in-
stance. Traefik calls this design “inva-
sive” precisely because it requires every
definition at the pod level to contain
the components necessary for Istio.
This approach undoubtedly has
technical advantages, such as com-
prehensive mutual transport layer se-
curity (mTLS) encryption between all
instances and all apps. Nevertheless,
Traefik fixes another problem: the
resource consumption of the proxy
servers that act as sidecars in the pod.
Twenty sidecar instances of the proxy
with 20 instances of different apps in
a microservice environment logically
cause significant overhead.

Without a Sidecar

The Traefik mesh works differently.
Precisely because the proxy was
there at the beginning as the first
service with native Kubernetes sup-

port, it was obvious to drill it down
to a mesh. Anyone who wants to use
Traefik as a mesh will not roll out
one sidecar per pod with the applica-
tion in question in Kubernetes, but
one Kubernetes proxy per physical
host. Ultimately, the admin has no
direct influence on the numbers per
host when deploying the containers
anyway if you roll out the proxy as a
native Kubernetes resource.

In practice, this setup leads to a
changed communication matrix as
soon as the developer of an applica-
tion configures it to use the proxy
server. Each application then commu-
nicates with other services in other
pods and on other hosts through

the centralized Traefik Proxy on

each host. The overhead caused by
multiple proxy servers per server is
eliminated, as is the additional con-
figuration overhead caused by modi-
fied pod definitions. Another practical
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Figure 3: Traefik Mesh does not use the sidecar principle but operates just one proxy
server per host. This saves resources on the host. © Traefik
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feature, especially for debugging
purposes, is that the original com-
munication paths to the individual
apps are retained in the various pods.
The address on which apps and users
contact a service essentially decides
whether or not communication is
routed by way of Traefik Proxy.

In Traefik, the developers’ attention
to detail is noticeable in many places.
You will regularly find admins and
developers cursing because it is dif-
ficult to search for or even find errors
in dynamic, interwoven mesh envi-
ronments. In the meantime, therefore,
a separate class of tools has estab-
lished itself on the market to facilitate
this task: tracing tools such as Jaeger.
However, for Jaeger to work as a
sniffer dog, it needs a communi-
cation interface to plug into the
ongoing exchange between all the
components. Traefik Proxy provides
such an interface, making debug-
ging much easier for developers.
Additionally, Traefik Proxy integrates
easily with a range of monitoring ap-
plications focused on modern infra-
structure. Interfaces for Prometheus
(Figure 4) or InfluxDB are also
available out of the box. Even for the
open source version of Traefik, this
results in comprehensive monitoring
capability along with the admin’s
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good feeling of knowing what is go-
ing on in their environment.

Mesh environments also benefit from
the other features available in Traefik
Proxy, including dynamic detection of
new instances of individual services,
instances that have been dropped in
the meantime, and configurable rate
limiting so as not to overuse individ-
ual instances of individual services.

Traefik Pilot

Traefik turns out to be a proxy that can
be used in a mesh context, with the
versatile solution significantly reducing
complexity (e.g., compared with Istio).
Nevertheless, the developers attach
great importance to keeping the con-
struct transparent and understandable
for the admin. Even without additional
components like Jaeger, admins and
developers always need to be aware of
the state of Traefik.

For this purpose, the developers
launched Traefik Pilot (Figure 5): in
essence, a GUI for monitoring and su-
pervising Traefik. It uses its interfaces
for data acquisition, draws monitoring
and trending information from the
acquired metrics data, and visualizes
the results. Moreover, Traefik instances
can be controlled directly in Pilot

(e.g., to use Traefik’s plugin interface).
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Traefik Pilot lets you extend Traefik
with additional features that are not
included by the vendor.

Traefik Enterprise

Finally, I’ll look at the commercial
version of Traefik, Traefik Enterprise,
which is aimed at enterprises that
want to use Traefik on a large scale
and for whom the feature set of the
open source variant is not sufficient.
For developers, this is always like
riding on a cannonball: On the one
hand, many companies from the
container environment attach im-
portance to offering open source
software and belonging to the open
source community. On the other
hand, increasing numbers of solu-
tions are becoming established on
the market in which even very basic
functions are only available in the
commercial version. Traefik manages
to find a sensible middle ground.
Traefik Proxy itself as well as the
mesh solution based on it are open
source software and can be used
without a bill from Traefik. The situ-
ation is different with Traefik Pilot,
which is only available for cash and
not as an open source application.
For some features that Traefik re-
serves exclusively for the Enterprise

il
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Figure 4: Traefik Proxy provides interfaces for metrics data to various solutions such as Prometheus or InfluxDB, where the data can then
be displayed graphically in Grafana [4]. © Nick Babcock
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variant, it can also be argued that
they are actually necessary for regu-
lar operation in the year 2021. If you
want to connect Traefik to any form
of external identity data management
(e.g., LDAP or OAuth 2), you will
need the commercial version of the
software. The factory-installed func-
tions for backup and restore as well
as a compatibility interface to conven-
tional environments are also reserved
for the commercial variant. However,
at least backups can be handled in
some other way.

All in all, Traefik does not yet fall
into the category of open source pre-
tender. However, the manufacturer
follows the bad habit of not clearly
naming horse and rider in terms of
pricing on its website. What Traefik

Traefik CONTAINERS AND VIRTUALIZATION .

charges enterprise customers de-
pends on the number of proxies and
the level of critical infrastructure

- in other words, how subjectively
important the particular proxy is to
the admin, according to the vendor’s
statement.

Conclusions

Reverse proxies and load balancers
face completely different challenges
in container environments than in
conventional setups. On the one
hand, the dynamics with which ex-
isting services disappear and new
instances of applications spring up
play a major role. On the other, it is
of great importance that the connec-
tions between all these instances turn
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Figure 5: Traefik Pilot is the monitoring solution for Traefik, launched by the manufacturer. © Traefik
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out to be far more flexible than was
the case in previous environments.
The container circus even invented its
own software genre for this - mesh
networks for Kubernetes.

Traefik turns out to be an exciting
alternative to Istio, Linkerd, and
the like, because it achieves very
similar effects with far less techni-
cal effort and considerably lower
overheads. Although a few features
fall by the wayside, Traefik is well
worth a look for admins of average
container solutions.

In the open source version, the fea-
ture set of the solution is quite suf-
ficient for everyday tasks, even if you
as a developer or administrator would
certainly want some of the features
from the enterprise edition. However,
Traefik gets full marks for the most
important points: Traefik resources
can be easily managed from within
Kubernetes and are true first-class
citizens. If you don’t like Istio and the
sidecar principle, you will probably
find a good and efficient alternative
in Traefik. u

Info

[1]1 Traefik: [https://traefik.iol

[2] Traefik Proxy: [https://traefik.io/traefik]

[3] Traefik Mesh:
[https://traefik.io/traefik-mesh]

[4] Babcock, Nick. “Monitoring remote sites
with Traefik and Prometheus":
[https://nickb.dev/blog/monitoring-
remote-sites-with-traefik-and-prometheus]
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Shadow Permissions in AWS

Shadow admin permissions and your AWS account

Shadow Boxing

Malicious attackers are trying to conquer your AWS castle in the cloud. To mount a strong defense, you'll
need a deeper understanding of privilege escalation and shadow admin permissions. sy rauf Lapaz valeiras

The year is 50 BC. Gaul is entirely
occupied by the Romans. Well, not
entirely ... . One small village of in-
domitable Gauls still holds out against
the invaders.

Like those indomitable Gauls, you
face down legions of mysterious in-
vaders who would love to conquer
your Amazon Web Services (AWS) re-
sources. In this article, I look at how
many AWS attacks happen and what
you can do about them, but before I
get started, I’ll take a moment to ex-
plain how permissions work on AWS.

AWS Permissions

A principal, which can be a human or
a machine, makes a request for an ac-
tion on any AWS resource. Principals
must authenticate with their creden-
tials to send a request to AWS, unless
the resource permits anonymous ac-
cess, which is not the case for most
services. The principal can use the
root user or an Identity and Access
Management (IAM) user. Of course,
being the root user is not security
best practices.

Once you authenticate, you can only
access resources on which you have
some kind of authorization. During
authorization, AWS checks for poli-
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cies that apply to the request, which
it then uses to determine whether to
allow or deny the request.

This topic can get very complex, so I
will not dive deep, but the concept is
very similar to, for example, Micro-
soft authentication, where you need
to have a user account and permis-
sions to access any resource on the
network. Cloud providers have an
extensive selection of permissions or
capabilities that makes it difficult for
admins to use the principle of least
privilege when configuring policies
for users and roles.

The Israeli cybersecurity company Cy-
berArk explains, “... there are many
cases where Shadow Admins might
be created. Despite the appearance of
limited permissions, a Shadow Admin
with just a single permission has the
ability to gain the equivalent power of
a full admin” [1].

I refer to the term shadow admin of-
ten in this article. Simply, a shadow
admin is a user or role with some as-
signed capabilities, that, if not config-
ured properly, can escalate privileges
to full administrator. A shadow admin
account is thus nearly as dangerous
as the root account, and it receives far
less attention from security staff.
CyberArk has stated that 10 shadow

o .j"

admin permissions exist, but as you
will see later, there are even more
than that. CyberArk has released

an open source tool called SkyArk
[2] with which you can scan Azure
and AWS environments and identify
shadow admin accounts. To scan
your account, you just need to set up
a user account with IAM read-only
permissions, because it just needs to
check for the assigned permissions of
all users and roles, and create an ac-
cess key for that account.

SkyArk is useful for identifying ac-
counts that could be vulnerable to
privilege escalation. The results of
the scans can be used by defend-
ers (blue team) and pentesters (red
team) to test the security of their
company and remove all shadow ad-
mins with unnecessary permissions.
However, bad actors can also use the
results to break into cloud accounts.
As a security professional, you need
to know all those permissions and
how to protect and detect them.
Table 1 shows the AWS permissions
that CyberArk identifies as shadow
admin permissions.

Rhino Security Labs [3], the creators
of the open source web penetration
framework Pacu [4], takes a more
expansive view of what permissions

Lead Image O zelfit, 123rf.com
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Table 1: CyberArk Shadow Admin Permissions

Action Result

CreatefAccessKey Any user with this permission could abuse it to create a new access key to an-
other IAM admin account.

CreatelLoginProfile With this permission, an attacker can create another password-based login pro-
file and use it to perform malicious activities on behalf of the user.

UpdateLoginProfile An attacker could reset user passwords.

AttachUserPolicy, AttachGroupPolicy, or AttachRolePolicy Any user could attach an existing admin policy to a user account.

PutUserPolicy, PutGroupPolicy, or PutRolePolicy A cybersecurity adversary could add policies to other users, granting additional
privileges to compromised users.

CreatePolicy An attacker could add any policy to any compromised user.

AddUserToGroup A bad actor could add any non-privileged user to any privileged group.

UpdatefAssumeRolePolicy A malicious attacker could change a privileged role to grant permissions to a
non-privileged account.

CreatePolicyVersion or SetDefaultPolicyVersion Attackers with both permissions would be able to change customer-managed
policies to convert non-privileged users to privileged users.

PassRole with Any hacker could create a new privileged instance profile and attach it to a com-

CreatelInstanceProfile or promised Amazon Elastic Compute Cloud (EC2) instance that the attacker owns.

AddRoleToInstanceProfile

are dangerous enough to be shadow phishing is a likely way the attacker called shhgit [6] to find secrets and
admin permissions. The Rhino team will take the first step. sensitive files across GitHub code.
lists 21 shadow admin permissions. For instance, the attacker could The attacker can now send a fake
Table 2 shows the additional permis- browse to Gmail or any other email calendar appointment with a subject
sions that made the Rhino list. web provider and create an account line that is likely to get the atten-
The people at Rhino Security Labs with a name that is descriptive of tion of the recipient (e.g., a salary
have done a brilliant job creating a an existing company. (I will not give  increase or a free Christmas dinner).
Python script, aus_escalate.py [5],to  you any specific ideas here.) Next, In the body of the message is a link
identify all 21 shadow admins. they could get a list of recipients to a URL that everybody would love
for the email that might comprise to click. Malware could then be
Preparing the Invasion a small team of developers or em- deployed, or the link could redirect
ployees with similar roles, which the legitimate traffic to a fake AWS
Julius Caesar wanted to launch a big can probably be found on Linke- console login.
invasion into Gaul to defend Rome dIn. Other methods are suitable for An attacker who succeeds in com-
and earn glory for himself. However, finding credentials in the wild. For promising one user can then navi-
nowadays, motivations are different, instance, intruders can use a tool gate to the user profile .aus folder

and they include espionage, spam-

ming, disruption, fun, credibility, . Table 2: Rhino Shadow Admin Permissions

theft, abuse, financial interference, iam:CreatePolicyVersion iam:AttachRolePolicy

revenge, and so on. iam:SetDefaultPolicyVersion iam:PutUserPolicy

To get the key to the castle, a bad ac- jam:PassRole and ec2:RunInstances iam:PutGroupPolicy

th needs to get a user’s credentials iam:CreatefAccessKey iam:PutRolePolicy

first. The easiest way would b? to a‘sk iam:CreatelLoginProfile iam: AddUserToGroup

the user, but perhaps that optlgn will iam:UpdateloginProfile iam: UpdateAssumeRolePolicy and

not succeed, so the attacker might sts:AssuneRo]e

need to take a unique approach. iam:AttachUserPolicy ia